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ABSTRACT
This article examines responsible big data analytics for e-business services and looks at how we can use responsible big data analytics to enhance responsible 
e-business services. It addresses why responsibility matters to big data analytics and e-business services.  It reviews big data analytics and examines Google 
analytics as a data processing flow-oriented analytics and presents a data processing flow-oriented big data analytics. It examines big data analytics services 
as an e-business service and proposes four strategies for applying responsible big data analytics to enhance responsible e-business services. The proposed 
approach in this article might facilitate the research and development of big data, business analytics, responsible big data analytics, e-services, and digital 
services. 
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Introduction
Big data and big data analytics have become one of the most 
important research frontiers in academia and industries [1]. Big 
data and its emerging technologies have been making big changes 
in the way e-business services operate [2]. Big data analytics is an 
emerging big data technology and has become a mainstream market 
adopted broadly across industries, organizations, geographic 
regions, and among individuals to facilitate big data-driven 
decision making and brought big value for organizations and 
individuals [3,4]. Big data and big data analytics are increasingly 
critical elements for nearly all industries and keys to a successful 
intelligent business, based on the following two predictions from 
Gartner researchers [5]. By 2026, more than a quarter of Fortune 
500 CDAOs will have become responsible for at least one top-
earning product that is based on data and analytics, 2). Through 
2025, 90% of organizations that trade globally will have struggled 
to mitigate risks from sovereign data strategies and policies and 
incur costs that limit mission success. 

The technical drivers for smart information systems (SIS) are 
artificial intelligence (AI), machine learning (ML), and big data 
analytics. the Internet of Things (IoT), autonomous machines, 
social media, location-based services, quantum technology, virtual/
augmented reality, cloud computing, affective computing, and 
personal smart devices are enabling technologies for Information 
Communication Technologies (ICT) [6].

Gartner identifies responsible AI as one of its four trends driving 
near-term AI innovation [7]. Responsible AI become ever-
increasingly important with AI’s further development and its 
spreading applications in every part of our lives, industries, and 

societies [8]. Considering the close relationship between big data 
analytics and AI, responsible big data analytics has also become 
an increasingly important topic for developing big data analytics 
[9,10]. Responsible big data analytics helps achieve fairness, gain 
trust, and improve transparency [7].

E-business including e-commerce and its services have benefited 
all the people in the world [11,1]. e-business services have 
become indispensable for billions of people around the world. 
However, responsible big data analytics for e-business services 
is a challenging issue for both academia and industries [12]. This 
issue can be detailed into the following research questions.
•	 Why does responsibility matter to big data analytics and 

e-business services?
•	 What is responsible big data analytics?
•	 How can we use responsible big data analytics to enhance 

responsible e-business services?

This article will address each of them by elaborating and extending 
our early work. To answer the first research question, we look at the 
data monetization of Facebook and Google. To answer the second 
research question, we review big data analytics by classifying 
big data analytics into four categories, look at Google analytics, 
and present a data processing flow approach to big data analytics 
considering a chain of responsibility. We also discuss responsible 
big data and big data analytics based on two case studies. To 
answer the third research question, we look at e-SMACS services 
as e-business services, examine big data analytics services as 
an e-business service, and propose four strategies for applying 
responsible big data analytics to enhance responsible e-business 
services.

The remainder of this article is organized as follows. Section 
2 looks at why responsibility matters to big data analytics and 
e-business services. Section 3 reviews big data analytics, looks at 
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Google analytics and examines a data processing flow-oriented big 
data analytics. Section 4 discusses responsible big data analytics 
with two case studies. Section 5 examines e-SMACS services 
as e-business services and digital services and reveals their 
interrelationships. It also looks at big data analytics services as an 
e-business service. Section 6 proposes four strategies for applying 
responsible big data analytics to enhance responsible e-business 
services. The final sections discuss the related work and end this 
article with some concluding remarks and future work. 

Why Responsible Big Data Analytics Matters?
This section addresses why responsible big data analytics matters 
from different perspectives. 

In 2015, the General Assembly of the United Nations (UN) adopted 
the 2030 Agenda for Sustainable Development that includes 17 
Sustainable Development Goals (SDGs) to realize that in 2030 all 
people enjoy peace and prosperity [13]. Responsible consumption 
and production are the 12th SDG of 17 SDGs. Big data analytics 
as a system and service is a part of responsible consumption and 
production [14]. Therefore, responsible big data analytics and 
their services are significant for realizing the 12th SDG of the UN.

Responsible big data analytics has drawn some attention in 
academia. Fothergill, et al. state that responsible data governance 
principles should include four responsible research and innovation 
features: anticipation, reflection, engagement, and responsiveness 
[15]. The inclusion of these principles would consider future 
consequences, integrate mechanisms for fostering reflexivity, and 
enable stakeholder engagement. Responsible research innovation 
principles can ensure that research in technologies, including big 
data and AI, are socially acceptable and responsible  [6]. The 
underlying guidance for responsible big data analytics research is 
based on that most data impact people [10]. The privacy should be 
seen as contextual and depending on the nature of the data because 
privacy preferences differ across societies. Privacy is an important 
part of any responsible big data analytics as a service [16].

In the age of big data, analytics, and AI, big data and big data 
analytics should be responsible, because monetizing big data 
through the ever-increasing importance of global data trade 
and industry data trade using big data analytics can improve 
the business performance. Selling the internal data and big data 
analytics services to external consumers can be hundreds of 
billion-level profitable [17,18]. Data monetization of Facebook 
(or Meta) and Google (or Alphabet) has become a miracle in the 
past decade. They have no traditional natural resources like the 
iron core. They have only two artificial resources; one is big data 
from artificial donation and aggressive collection using intelligent 
techniques based on intelligent algorithms. Another is big data 
analytics which can transform big data into smart insights and 
big value [3,9]. The question arises: are the big data and big data 
analytics of Google and Facebook are responsible?

Gmail was launched in 2004; Google subsequently admitted that 
it has scanned private correspondence for personal information. 
In the same year, Facebook was founded, its business model 
is also based on the capture of and access to personal data and 
information [19]. 

Why does responsible data analytics matter to e-business services? 
There are many different answers to this question from different 
researchers. Big data analytics uses predictive algorithms and 
mathematically calculate human behaviors, and then data giants 

sell certainty to business customers who would like to know 
with certainty what we do. The best way to make the predictions 
desirable to customers is to ensure that they come true: “to tune 
and herd and shape and push us in the direction that creates the 
highest probability of their business success” [19]. 

In the Cambridge Analytica (CA) scandal (also see Section 5), 
every aspect of CA’s operations was simply mimicking a day in 
the life of a surveillance capitalist” [19]. Trade of human futures 
using big data trade and big data analytics is irresponsible and 
illegal – like the slave trade was made illegal [20].

Big Data Analytics: A Data Processing Flow Approach
This section reviews big data analytics, examines Google Analytics 
as a data processing flow-oriented analytics, and presents a data 
processing flow approach to big data analytics. 

What is Big Data Analytics?
Big data analytics is a science and technology about organizing 
and analyzing big data, and discovering knowledge, insights, and 
intelligence from big data, visualizing and reporting the discovered 
knowledge and insights for assisting decision making [21,3]. Big 
data analytics can facilitate better-informed decision-making 
and add significant value when applied to problems of specific 
domains, including healthcare, supply chain management, and 
marketing [22]. Big data analytics can be classified into big data 
descriptive analytics, diagnostic analytics, predictive analytics, 
and prescriptive analytics [21,23,24]. 

•	 Big data descriptive analytics is descriptive analytics for big 
data and is used to discover and explain the characteristics of 
entities and relationships among entities within the existing 
big data [2]. It addresses the problems such as what happened, 
and when, as well as what is happening.

•	 Big data diagnostic analytics is diagnostic analytics for big 
data [2]. It is used to examine diagnostic data or content to 
answer the question “Why did it happen?”, from the historical 
and current diagnostic data based on AI techniques such as 
drill-down, data discovery, data mining, and correlations 
[25]. For example, diagnostic analytics available on the cloud 
belongs to big data diagnostic analytics. 

•	 Big data predictive analytics is predictive analytics for big 
data and focuses on forecasting trends by addressing the 
problems such as what will happen, what is likely to happen, 
and why it will happen. Big data predictive analytics is used 
to create models and insights to predict future outcomes or 
events based on the existing big data [2].  

•	 Big data prescriptive analytics is prescriptive analytics for big 
data, which addresses the problems such as what we should 
do, why we should do it, and what should happen with the 
best outcome under uncertainty [9].

The fundamentals of big data analytics consist of mathematics, 
statistics, engineering, human interface, computer science, and 
data science [26]. The techniques for big data analytics include a 
wide range of mathematical, statistical, and modeling techniques 
[2]. Therefore, big data analytics can be represented below [21,24]. 
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Where + can be explained as “and”; DW, DM, SM, and ML are 
the abbreviation of data warehousing, data mining, statistical 
modeling, and machine learning, respectively. This representation 
reveals the fundamental technological relationship between big 
data, data analytics, and big data analytics. It also shows that 
computer science and data science play a dominant role in the 
development of big data analytics by providing sophisticated 
techniques and tools of DW, DM, ML, and visualization [9,24]. SM 
and optimization still play a fundamental role in the development 
of big data analytics [9,23].

However, because human bias is removed from the systems, big 
data analytics can be used effectively in a variety of scenarios, 
such as predictive policing, where geographic areas with higher 
crime rates can be identified using a variety of data sources, 
such as prior crime data, reports, cameras, and weather [12].On 
the other hand, organizations will need guidelines to assure the 
ethical use and application of big data analytics. Privacy, veracity, 
ownership, and accessibility are the four main difficulties that big 
data analytics faces. In this context, privacy entails ensuring that 
the information is kept private, while veracity entails assuring 
accountability for the information's legitimacy, integrity, and 
accuracy. The ownership components ensure that the information's 
owner is known and that access to the data is controlled and valued. 
The accessibility component guarantees that only individuals or 
organizations with the appropriate permissions are granted access, 
and data security protections are maintained.

Google Analytics as a Data Processing Flow Oriented Analytics
A data processing flow consists of four stages from left to right, 
from upstream to downstream, illustrated in Figure 1. In what 
follows, we look at each stage of the data processing flow and its 
corresponding Google Analytics services [27]. 

Figure 1: A Model for Data Processing Flow-Oriented Google 
Analytics

Store and Organize 
The first stage consisting of “store and organize” is at the most left 
of the data processing flow. The corresponding Google analytics 
aims to store and organize website tags, which is accomplished by 
Google Tag Manager™. Tag Manager also allows running website 
surveys and multivariate optimization tests, tracking social media 
audiences [27,12]. Tag Manager can make changes to the website 
without requiring editing the site itself. 

Collect and Clean
The second stage on the next left of the data processing flow 
consists of “collect and clean” [12]. The corresponding Google 
analytics aims to collect and clean data [27]. All the analytics tools 
in this stage have their APIs, but some external data sources like 
social media sites require data collection separately. The Google 
data cloud gathers big data and prepares it for analyzing and 
reporting. For example, we can collect social media engagement 
data from third-party vendors in a cloud MySQL database or 

Google Sheets. We can extract ad data from third-party advertising 
systems and store it in Cloud SQL™.

Analyze and Optimize
The next stage on the right of the data processing flow consists of 
“analyze and optimize” [12]. The corresponding Google analytics 
are Google Optimize and Google AdWords aiming to analytically 
analyze big data and optimize the discovered value, knowledge, 
and insights [18,27]. Google analytics tells us what is happening 
on our website, which is a kind of descriptive analytics. Google 
Optimize can test out a variety of assumptions to understand 
what works best on our sites. Google AdWords then enables us 
to market to the audiences that we prove effective with analytics 
and Optimize [27]. Google analytics alone used to be the star of 
the show, but now it is one of the Google analytics platforms.

Visualize and Report
The rightest stage of the data processing flow consists of “visualize 
and report” [12]. The corresponding Google analytics is Data 
Studio™. Data Studio can assemble and visualize big data and 
discover knowledge and insights [27]. Data Studio is where we 
transform our big data into analysis and insights, then make 
strategic recommendations about what to do next, which can be 
a part of predictive and prescriptive analytics [12]. We can make a 
basic but effective public relations reporting system out of Google 
BigQuery™ with the raw news feed from Google News.

Data Processing Flow-Oriented Big Data Analytics: A Unified 
Approach
The previous discussion demonstrates that Google Analytics is data 
processing flow- oriented. Google develops analytics as systems 
and services for each stage of the mentioned data processing flow, 
from upstream to downstream. 

With the dramatic development of big data and big data technology 
in the past decade, big data has become hundreds of billion-level 
industries [28]. The data processing in the big data industry, 
more generally, consists of n stages of data processing flow from 
upstream to downstream, where n is a natural number, as follows.

DP1, DP2, …., DPn,                                                          (1)

Where DP is the abbreviation of data processing. Each of the 
above stages of the data processing flow corresponds to at least 
one intelligent analytics that is,

DP1 analytics, DP2 analytics, …., DPn analytics 	       (2)

Every DPi (iϵ {1, 2, …, n}) analytics might be renamed properly

The number n will be increased to very great with the further 
development of the big data industry. Therefore, more and more 
new intelligent analytics and their services will be emerging [3]. 
There are also more challenges for developing big data analytics 
and intelligent analytics as a system or service based on data 
processing flow. One of the challenges is the responsibility of 
these data processing flow-oriented big data analytics.

Data processing flow-oriented big data analytics should be 
responsible for every stage of the data processing flow. In other 
words, the responsibility of big data analytics should be divided 
into and aligned with every stage of the data processing flow. This 
is similar to the total quality control that should be carried out 
in every stage of a production line, rather than the final quality 
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check before leaving for selling to the customers. We will delve 
into it in Section 6. 

In addition, a full analytic workflow is from data preparation to 
visual exploration and insight generation [3]. This corresponds to 
the proposed data processing flow. Then we have data processing 
flow-based analytics. One who controls the data processing flow-
based analytics from upstream to downstream will dominate the 
data industry, just as Google has been doing. 

Responsible Big Data and Big Data Analytics 
This section looks at responsible big data and big data analytics. 
Based on Cambridge Dictionary, the term responsible means 1. 
“having control and authority over something or someone and the 
duty of taking care of it or them” 2 [29]. “Having good judgment 
and ability to act correctly and make decisions on you own”. 

Therefore, big data analytics is responsible if it satisfies the 
following three conditions.
•	 It has control and authority over something or someone. 
•	 It has the duty of taking care of it or them. 
•	 It has good judgment and the ability to act correctly and 

make decisions properly based on the existing law and rules. 
 
Briefly, responsible big data analytics is about human responsibility 
for the development and deployment of big data analytics along 
fundamental human principles and values to ensure human 
flourishing and well-being in a sustainable world, based on 
the definition of responsible AI [8]. Responsible big data and 
e-business services can be defined similarly. The responsibility of 
big data and big data analytics is relative in terms of individual, 
organization, community, society, and world. That is, for 
example, big data analytics should be responsible for individuals, 
organizations, people, community, country, and for international 
fairness. The following two cases will look at if the big data and 
big data analytics are responsible for individuals, communities, 
and societies.

Cambridge Analytica (CA) was a British analytics firm that aimed 
to use big data to build detailed and deeply personal, psychological 
profiles about people and then target them with what is essentially 
emotional manipulation in the form of ads [30].  CA had an app, 
collecting and exploiting a total of over 87 million Facebook 
users’ data before the profiling was exposed [20,31]. CA could 
have created psychological profiles of 230 million Americans 
according to estimates. At that time, Facebook’s platform did 
permit the apps to access the data from the users of the app and 
their friends, unless the friends explicitly prohibited the collection 
in their privacy settings [30]. 

In March 2018, CA was accused of engaging in enhanced micro-
targeting and unethically using this information to support political 
campaigns in various countries [20]. CA used behavioral micro-
targeting through its massive dataset to deliver targeted messages 
supporting the Trump campaign in the 2016 US Elections [30]. The 
Facebook-CA data and analytics case raised several ethical issues 
related to the responsible usage of big data by social networking 
sites, including user data collection and use practices [20,30].  

Responsible big data and big data analytics are required at every 
stage along with the data processing flow from upstream and 
downstream, mentioned in Section 3.3. A new issue arises here: 
How to apply responsible big data and big data analytics to 
enhance responsible e-business services through monetization 

of big data and big data analytics as an e-business service? We 
will address it in Section 6.

E-Business Services
Recently, e-business services have become indispensable for our 
lives, work, and society. The young generation has heavily relied 
on e-business services. This section looks at e-SMACS services as 
e-business services and big data analytics services as an e-business 
service. It also examines the characteristics of digital services. 

E-Business Services as E-SMACS Services
E-business has experienced significant development since 1995 
[1]. In the past about three decades, e-business has been transited 
from business online to e-business services, which have been 
evolved into e-services, social (online) networking services, mobile 
services, analytics services, cloud services, and security services 
[1]. All these can be considered e-SMACS services [32,24]. 
E-SMACS services can be called web services or digital services 
[2]. Almost all traditional services such as FREG (foods, resources, 
energy, and goods) services are fully or partially replaced by web 
services or digital services. In what follows, we will briefly look 
at each of them in some detail. 

E-services
E-services are electronic services, corresponding to e-commerce 
introduced in the middle 1990s [1]. Generally, every service 
online is an e-service. Therefore, e-commerce services are one of 
the most important e-services. Other e-services are free services 
online. For example, many of us enjoy the Gmail as a free service. 
Most of us are expecting free Wi-Fi services [2]. 

Social networking services 
Social networking services (SNS) correspond to social commerce 
and can be called social commerce services [1]. Social networking 
services include social media services [24]. Meta’s services, 
WeChat services, and TikTok services belong to this category.

Mobile Services
Mobile services correspond to mobile business and can be called 
mobile business services. Mobile services include location-based 
services and mobile banking services [11]. Mobile services have 
evolved rapidly over the past two decades [32]. The most popular 
mobile services include mobile financial or banking services, 
mobile commerce services (eg. Weixin pay and Ali Pay), mobile 
SNS, and the Internet of services (IoS).

Analytics Services      
Analytics as a service (AaaS) or analytics service means that an 
individual or organization uses a wide range of analytics tools or 
services [33,2]. AaaS can turn a general analytic platform into a 
shared utility for an enterprise with visualized analytic services 
[34]. An analytics service can be available on the cloud or used 
by smartphones. Therefore, analytics services include e-analytics 
services, cloud analytics services, and mobile analytics services 
[12]. Tableau and Qlik are vendors of big data analytics services 
[3,2].

Cloud Services
Briefly, a cloud service is any service provided in the cloud 
[2]. More specifically, cloud services are designed to provide 
flexible, scalable applications, resources, and services, and are 
fully managed by a cloud services provider based on “pay-as-you-
go” models [35]. Cloud services mainly comprise four different 
types of services: Infrastructure as a Service (IaaS), Platform as 
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a Service (PaaS), and Software as a Service (SaaS) as well as 
storage as a service (StaaS) [36,37]. The Internet of Services (IoS) 
together with the Internet of people and the Internet of things are 
important three components of the Internet of Everything (IoE) 
[9]. Amazon Web Services are well-known cloud services. IoT 
(the Internet of Things) as a service, IoP (the Internet of People) 
as a service, and IoS as a service have appealed to academia and 
industries  [32,2].

Security as a Service
Security as a service is supported by security computing and 
technologies. Managed security service providers include Cisco 
(https://tools.cisco.com), IBM (https://www.ibm.com/), Huawei 
https://www.huawei.com/en/ and Alibaba (https://www.alibaba.
com).

Each of the above-mentioned services can be classified further. 
For example, as a kind of e-services, e-business services include 
e-commerce services, e-supply chain services, e-marketing 
services, e-procurement services, e-banking services. All these 
services can be considered digital services.

E-Business Services, E-SMACS Services, and Digital Services
The Google search result reflects the participation, attention, and 
penetration of industries, individuals, and societies (we used the 
data searched in 2022, and no data available now). The Google 
Scholar search results reflect the participation, attention, and 
penetration of academia. A Google search (retrieved on January 
15, 2022) and Google Scholar search for “e-SMACS services” 
and “e-business service” have been summarized in the following 
table (retrieved on July 9, 2024).

Table 1: The Summary of Google Search and Google Scholar 
Search for e-SMACS Services and Digital Services

e-SMACS services Google (all) Search 
(M)

Google Scholar 
Search (N)

e-service 6,800,000 245,000
Social Networking 
Service

4,300,000 4,500,000

Mobile Service 15,500,000 8,160,000
Analytics Service 7,810,000 4,120,000
Cloud Service 18,200,000 5,340,000
Security Service 5,160,000
Digital Service 41,100,000 7,820,000
e-Business Service 899,000 853,000

 M and N in the parentheses are the found results of searches. The 
searched results in Table 1 demonstrates that: 
•	 Based on the search number of Google (all), digital services 

and cloud services are most popular in society while mobile 
services and digital services are most popular in academia.

•	 E-business services are least popular in society, and e-service 
is least popular in academia.

•	 As modern e-business services, e-SMACS services become 
the most popular and inclusive in both society and academia. 
They are the most influential services of digital services

All the services mentioned in Table 1 can be considered as 
e-business services. The above preliminary statistical analysis 
holds:

e-business services ⸦ e-SMACS services ⸦ digital services
                                                                                                 

(2)

In other words, e-SMACS services are modern e-business services, 
and they are an important part of digital services. That is, 

e-SMCS services + e-business services ⸦  Digital services   (3)   
                                                                                
Finally, all these services lead to XaaS (anything as a service), 
Systems, platforms, clouds, tools and technologies delivered as 
a service also belongs to XaaS [38].

Characteristics of Digital Services
Digital services including e-business services are playing a crucial 
role in the digital economy. Digital services at least encompass 
six characteristics: granularity, instant, volume, ubiquity, variety, 
and cost reduction [39]. 

Granularity
Digital services vary from big services through microservices to 
nanoservices. In other words, digital services can be classified in 
a hierarchical structure from big to small to nano services.  

Instant
The response time of a service request has been from a year-long to 
a nanometer short. For example, in the agriculture society, a farmer 
might sell his products such as wheat and rice to customers once 
a year. This means that the time from the request to the provision 
of the service is one year. In the digital age, the response time to 
request of services is instant. This is a machine-to-human service. 
In fact, in machine-to-machine (M2M) services, the response to 
the request of service is at a nanosecond level. Such services can 
be called nanoservices.

Volume
The number of service consumers is from 1 to billions because 
the service consumers of Facebook have surpassed 2 billion. All 
the services form the IoS. 

Ubiquity
Services are ubiquitous. In particular, in the digital age, one can 
enjoy services like e-SMACS services and mobile commerce 
services at anytime and anywhere. 

Variety
Services can be classified into a variety of categories. At a 
strategic level, services can be classified into human-to-human 
(H2H) services, human-to-machine (H2M) services, and M2M 
services. Services can be also classified into physical services 
and virtual services. The former includes offline services, and the 
latter includes online services. Furthermore, service providers and 
consumers are either humans or machines or software systems 
or apps. The customers do not care who and what is the services 
provider. 

Cost Reduction
In the digital age, the cost of most digital services has been 
reduced. For example, in 1995, one of the authors called his 
friends in China from Germany through international call, the 
cost was 5 German Marks per minute. Now, he calls his friends 
in China using call functions provided by WeChat, the price is 
almost zero, considering the cost for mobile data. However, some 
traditional services become more expensive than two decades ago.
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Big Data Analytics Services as an e-Business Service
Currently, big data and big data analytics are based on five cutting-
edge technology pillars of electronic, social, mobile, cloud and 
security technologies. Each of these pillars corresponds to a special 
kind of e-business services, that is, electronic, social, mobile, 
cloud, and security services; all these constitute modern e-business 
services [21,3,24]. Each of these services has been empowered 
by sophisticated ICT technologies including big data and big data 
analytics as shown in Figure 2 [3,23]. 

 

Figure 2: Big Data Analytics as a Service and Technology

Currently, the core services and technologies of big data analytics 
include [2,3,12]:
•	 Support building, deployment, and management of analytics 

in the cloud based on data stored both in the cloud and on-
premises through cloud analytics technology.

•	 Enable users to connect to, query, and ingest data, while 
optimizing for performance.

•	 Support for drag-and-drop, a user-driven combination of data 
from different sources, and the creation of analytic models 
through data preparation technology.

•	 Automatically generate and curate a searchable catalog of 
analytic content, and package and deliver analytic content 
in a compelling, easily understood form for presentation to 
decision-makers through insight generation and interpretation 
technology.

•	 Apply AI techniques to automatically generate findings or 
insights for end-users.

•	 Support for highly interactive dashboards and exploration of 
big data through data visualization technology.

•	 Create and distribute intelligent reports for end-users through 
visualization and reporting technology.

In addition, techniques of management, natural language query, 
processing, and generation have also been built-in big data 
analytics to empower e-business services [3]. 

Applying Responsible Big Data Analytics to Enhance 
Responsible e-Business Services
This section proposes four strategies for applying responsible big 
data analytics to enhance responsible e-business services. 

Digital information sharing is indispensable for our work and lives 
in the digitalized society. Meta (formerly Facebook) is a digital 
giant with a set of e-business services on that we rely daily, just 
as we rely on food for our daily survival. The question is: are the 
e-business services of Meta responsible to ban news sharing to 
Australian people recently?  

Making data available to external organizations is a key mechanism 
for business-to-business (B2B) e-business services in the age of 
big data [17]. Big data analytics has increased the use of this 
digital data exchange thanks to AI and cloud computing. This 
leads to open data initiatives, data marketplaces, and vendors 
who offer data sets are emerging in every aspect of business and 
society. The core services of e-business giants including Meta, 
Google, Amazon, and Alibaba are big data services and big data 
analytics services. Are their e-business services responsible? These 
issues require solutions to responsible e-business services. In what 
follows, we propose four strategies for applying responsible big 
data analytics to enhance responsible e-business services.

The first strategy is that big data analytics and its services should 
meet the basic ethic standard mentioned in the top nine ethical 
issues in AI, besides satisfying the three conditions mentioned in 
the definition of responsible big data analytics [40,41]. 
•	 Unemployment: What happens after the end of jobs?
•	 inequality: How do we distribute the wealth created by AI 

machines?
•	 Humanity: How do machines affect our behavior and 

interaction?
•	 Artificial Stupidity: How can we guard AI against mistakes? 
•	 Racist Robots: How do we eliminate AI bias?
•	 Security: How do we keep AI safe from adversaries?
•	 Evil Genies: How do we protect AI against unintended 

consequences?
•	 Singularity: How do we stay in control of a complex 

intelligent system?
•	 Robot Rights: How do we define the humane treatment of 

AI?

Responsible big data analytics should provide rational and 
satisfactory answers to each of the above for the world, taking 
into account the existing regulations and laws worldwide. For 
example, a rational and satisfactory answer can be below, because 
big data analytics is a part of AI [12].

•	 Unemployment: What happens after the adoption of big 
data analytics?

•	 Inequality: How do we distribute the insights, foresights, 
and wealth created by big data analytics?

•	 Humanity: How do big data analytics affect our behaviors 
and interactions?

•	 Artificial Stupidity: How can we guard big data analytics 
against mistakes and irresponsibilities? 

•	 Racist Robots: How do we eliminate the bias caused by 
using big data analytics?

•	 Security: How do we keep big data analytics safe from 
adversaries?

•	 Evil Genies: How do we protect big data analytics against 
unintended consequences?

•	 Singularity: How do we stay in control of complex intelligent 
big data analytics?

•	 Robot Rights: How do we define the humane treatment of 
intelligent big data analytics?
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The second strategy is that big data analytics and its services 
should be accountable or explainable that is, every service of big 
data analytics should be explainable and auditable based on the 
new regulation of AI systems [8,42]. In such a way, we could avoid 
the scandal of Facebook and Cambridge Analytica or similar [30]. 
We can also use big data analytics and its services responsibly to 
enhance responsible e-business services. 

Stoller claims that “Facebook was born, lives, and thrives in 
scandal” [43]. For example, Facebook’s violations of privacy 
led to a Federal Trade Commission consent decree in 2012. Mr. 
Mark Zuckerberg was shown explicitly predatory in his business 
methods that were supplemented by the Federal Trade Commission 
complaint filed in 2021. However, Facebook or Meta is still a 
globe-straddling monopoly over our information commons 
although its years of lawlessness and recklessness. The problem 
may not be Meta, it might be a policy regime that creates an 
incentive for monopolization, securities fraud, and surveillance 
advertising as well as user data collection and processing. This 
at least includes the opt-out policy used by the social media giant 
Meta and other social media and internet advertising firms in the 
USA. 

Opt-in is a personal collection policy in which the company 
collecting the information does not use the information for any 
other purpose (e.g., sell or rent the information or data) unless the 
customer specifically chooses to allow that use [11].

Opt-out is a personal collection policy in which a business is 
allowed to collect personal information until the consumer 
specifically requests the data not to be collected [2].

Opt-in is the practice of EU countries. Opt-out is the practice of 
the USA. The opt-in model has appealed to privacy advocates 
and forced the data collection company to be responsible for the 
customer’s interest and satisfaction. However, the opt-out model 
is very aggressive, and the data collection company’s interest is 
a top priority. It is difficult for a data company to use the opt-out 
model to be responsible for the interest of customers. Therefore, 
a new user data collection policy should be introduced to allow 
the responsibility of big data analytics reasonably to consider both 
interests of data companies and customers. This implies that new 
policies and redevelopment of existing data collection policies are 
necessary for responsible big data and big data analytics. This is 
the third strategy for making big data analytics responsible.  

The fourth strategy for responsible big data analytics is that 
we should look at the responsibility chain for data processing 
flow-oriented big data analytics mentioned in Section 3. More 
specifically, every data processing flow stage corresponds to a 
big data analytics system. Every big data analytics corresponds 
to its responsibility. Different data processing flow stages and 
corresponding big data analytics have different and special 
responsibilities. Every stage of data processing flow needs to 
use responsible big data analytics because the responsibility chain 
results from the data processing flow-based big data analytics.  
Therefore, a responsibility chain should be developed for a data 
processing flow-oriented big data analytics system or platform  [8]. 

Related Work and Discussion
This section discusses the related work on responsible big data 
analytics and their incorporation into e-business services, based 
on big data-driven small data analysis [26].  It also examines the 
limitations of this research.

Google Analytics as a data processing flow-oriented analytics, 
discussed in Section 3.2 is a contribution to the academic 
community and industry. The proposed model is revised from 
the four layers from bottom to top:  1. Foundation, 2. analyze, 
test, and grow, 3. Collect and clean, and 4. reporting, proposed 
by Penn CS, based on the lifecycle of data mining [27,44,24]. 
The proposed model for data processing flow-oriented Google 
analytics is also motivated by analytic flow and the petroleum 
and chemical industry [3]. Therefore, the proposed model is a 
unified model of integrating data processing and analytic flow 
[12]. The extended form of the proposed model is data processing 
flow-based big data analytics, presented in Section 3.3. Based on 
the work of Dignum, we developed a chain of responsibility that 
corresponds to a data processing flow-oriented big data analytics 
system or platform [8].

Google Scholar search for “responsible data analytics” found 41 
results (retrieved on July 10, 2024). This implies that responsible 
data analytics is still an emerging discipline in academia although 
AI and business analytics have become frenzied topics [2,8,26].  
Among these 41 results, for example, Leonard considers trust, 
fairness, transparency, and discrimination as the concerns for 
responsible data analytics [45]. Clarke proposes the principles 
and business processes for responsible AI [46].

Big data analytics for e-business services has drawn increasing 
attention in the computing, business, and e-commerce community 
[2]. For example, de Véricourt and Perakis consider the 
management of data analytics services as one of the frontiers in 
service science [47]. However, they have not detailed the issues 
of responsible data analytics services.

A limitation of this research is that it should provide a deeper 
investigation into the case of Meta and Google in terms of big 
data and big data analytics services to provide more rationales 
for responsible big data analytics.

Another limitation of this research is that it should provide more 
practical strategies for applying responsible big data and big data 
analytics to responsible e-business services because responsible 
big data and big data analytics for enhancing responsible e-business 
services is the real expectation from most customers. We will 
delve into this challenge through theoretical investigation and 
experiential study as the future work.

Conclusion
This article examined responsible big data analytics for enhancing 
e-business services. It looked at why responsibility matters to 
big data analytics and e-business services. It reviewed big data 
analytics and looked at Google analytics. It examined responsible 
big data and big data analytics based on two case studies. It also 
looked at big data analytics services as an e-business service 
and examines eSMCAS services as e-business services. This 
article also discussed the interrelationship between responsible big 
data analytics and e-business services. This research has at least 
three main contributions: 1. It presented a data processing flow 
approach to big data analytics; 2). It revealed the relationships 
between e-business services, e-SMACS services, and digital 
services and presented the six characteristics of digital services; 
3. It proposed four strategies for applying responsible big data 
analytics to enhance responsible e-business services. The proposed 
approach in this research might have theoretical and technological 
implications for business analytics, big data analytics, e-business 
services, digital services, and e-society.
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In future work, we survey information technology managers to 
collect data concerning the acceptability of responsible big data 
analytics for e-business services. Based on this planned survey 
analysis, we will further investigate how responsible big data 
analytics could be used for empowering responsible e-business 
services.  We will also delve into the responsibility chain for a 
data processing flow-oriented big data analytics platform with 
intelligent process technology.
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