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ABSTRACT

The convergence of Intelligent Transportation Systems (ITS) and Cooperative Connected Automated Mobility (CCAM) presents a transformative
opportunity to reshape urban mobility. ITS, underpinned by advanced sensing, communication, and data analytics, provides the essential framework for
optimizing transportation networks. CCAM, building upon this foundation, empowers vehicles to collaborate and make automatic decisions, resulting
in enhanced traffic efficiency, safety, and sustainability. However, the pursuit of level 5 automated vehicles, while promising significant advancements in
transportation security and performance, is fraught with complex challenges. Fully automated vehicles require addressing complex technological, ethical,
and societal issues, including robust perception, ethical decision-making, cybersecurity, and infrastructure adaptation. It is through connectivity and
cooperation that the future of traffic management will be defined, with emerging solutions that harness these principles becoming the cornerstone of a new
era of intelligent, optimized, and safe transportation. To achieve the pinnacle of automated driving, a paradigm shift from individualistic to collaborative
approaches seems imperative. In addition, the establishment of robust communication standards among vehicles and infrastructure is essential. In
our increasingly interconnected world, the synergy between connected agents will undoubtedly propel the field of automated driving into a new era of
proficiency and safeness, guided by the harmonious interaction of every user, placing sustainability and coordination as fundamental pillars of progress.
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Introduction

Intelligent Transportation Systems (ITS) are poised to transform
how we navigate our cities, addressing the challenges of congestion,
safety, and sustainability. As urban populations boom, traditional
transportation methods are struggling to keep pace. ITS solutions
offer innovative approaches to optimize traffic flow, enhance
safety, and reduce environmental impact. A primary concern is
the rising toll of road accidents. The United Nations reports that
approximately 1.19 million people die annually due to traffic
crashes, making road injuries a leading cause of death for young
people. Many of these accidents are preventable through measures
such as improved road infrastructure, advanced driver assistance
systems, and the development of automated vehicles. The field
of Cooperative, Connected, and Automated Mobility (CCAM)
is at the forefront of this revolution. By leveraging cutting-edge
technologies, CCAM aims to create a safer, more efficient, and
more sustainable transportation ecosystem.

Automated, Autonomous and Self-Driving Vehicles

The concept of self-driving vehicles, while seemingly futuristic,
has roots stretching back centuries. Early iterations, though
rudimentary, showcased the potential for machines to navigate
without human intervention. However, it is the recent convergence
of artificial intelligence, advanced sensors, and powerful computing
that has propelled self-driving technology into the forefront of
automotive innovation. As a consequence, recent advancements

in electronics and sensor technologies have precipitated significant
strides in the development of automated driver assistance systems
(ADAS) [1]. These systems have demonstrated a substantial
enhancement of driver performance over several decades while
maintaining a delicate equilibrium between driver autonomy
and safety. The emergence of increasingly sophisticated ADAS
is progressively reducing the criticality of the human driver,
transitioning their role from active control to passive oversight
as reflected in the Society of Automotive Engineers (SAE) levels
of automation standard, Figure 1 [2].
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This evolution, rooted in mobile robotics, positions automated
mobility as a cornerstone of future transportation, addressing
challenges such as traffic congestion, road accidents and passenger
experience. On the one hand, the convergence of communication
technologies and the infrastructure of smart cities is accelerating
the realization of cooperative, connected, and automated
transportation. On the other hand, vehicle-to-everything (V2X)
communication, encompassing V2V (vehicle-to-vehicle), V21
(vehicle-to-infrastructure), V2P (vehicle-to-passenger), and
V2N (vehicle-to-network) modalities, holds immense potential
for coordinating distributed devices and optimizing traffic flow
in complex, mixed-traffic environments [3-5]. In addition,
reservation-based arbitration systems facilitate collaborative
decision-making among connected vehicles by enabling vehicles
to reserve their right-of-way through intersections contributing
to environmental benefits by decreasing fuel consumption and
emissions, or prioritizing emergency responders enhancing overall
traffic efficiency and safety [6-8]. Furthermore, collaborative
behavioral patterns based on vehicle mission [9-11] can organize
relevant traffic knowledge and provide a base of collaboration
between vehicles and infrastructure showing promising
methodologies to harmonize vehicle operation. Finally, ubiquitous
survey systems, both, internal an externally deployed constitute a
step on passenger and pedestrian safety [12-14]. And sensor fusion
enhances redundant localization and perception system yielding
robust automated solutions able to mitigate potential errors and
inaccurate readings [15-17].

The Cooperative Perspective of the Ego Vehicle

While major tech companies like Waymo, Tesla, and Uber, along
with traditional automakers like Mercedes, Renault, Toyota, and
Ford, are making significant strides in self-driving technology,
the path to fully autonomous vehicles remains complex.
Studying closely some commercial solutions already available
in specific regions like California, San Francisco, and Wuhan, the
effectiveness of these platforms in more challenging environments,
such as those found in Egypt, India, Mexico, and Brazil, remains
a key hurdle for researchers and developers. Navigating diverse
road conditions, varying traffic patterns, and cultural nuances
will be crucial in realizing the full potential of future mobility.

However, beyond the conventional, self-centered paradigm
of automated driving, a new frontier is emerging: cooperative
connected automated mobility (CCAM). By fostering collaboration
among vehicles and infrastructure, CCAM offers a transformative
approach to urban transportation [18]. This paradigm shift
addresses critical challenges such as congestion, pollution,
and safety, while optimizing traffic flow and enhancing overall
mobility. CCAM’s foundation, lies in advanced technologies
like sensor fusion, artificial intelligence, and high-speed
communication networks [19-26]. In that regard, accurate and
standardized contextual representation is crucial for optimal
automatic vehicle decision-making. By structuring information
hierarchically, similar to human cognition, self-driving systems
can effectively extract knowledge, predict outcomes, and select
appropriate actions based on the given context. Road virtualization
or Traffic Scene representation, for instance, entail the first step
to enhance automatic decision-making and contextual awareness
in the future of automated and connected vehicles. Furthermore,
improvements in HD Maps for automated driving are mitigating
the limitations of navigable space representation [27-32].
HD maps are indispensable to provide a highly accurate and
detailed digital representation of the environment, potentially
enhanced with vehicle perception capabilities. These maps

offer crucial information such as precise lane boundaries, road
curvature, elevation, traffic signs, and obstacle locations, enabling
automated vehicles to navigate complex road conditions with
greater precision. ASAM OpenDRIVE represents a clear example
of these technologies by providing a foundational standard for
the development and testing of automated driving maps [33].
By establishing a common language for representing road
environments, OpenDRIVE facilitates interoperability between
different simulation and development tools, accelerating the
development and validation of self-driving vehicle technologies.
In general HD maps are widely used in testing environments and
automated driving simulation and constitute a useful asset to
represent the world and give context to decisions, which in turn
will facilitate the validation of the complete solution.
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Figure 2: Elements of ASAM Open DRIVE [33].
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The Problem of Communication

In addition to world representation, the combination of Vehicular
Ad-Hoc Networks (VANETs) and Mobile Ad-Hoc Networks
(MANETsS), Figure 3, to build dynamic networks for information
dissemination yield a new model of interaction between
components, focused on intersection management, cooperative
trajectory planning, platooning, and collision avoidance, very
useful in future smart cities [34-42].

Global Positioning
Y System (GPS)

-to-
nfrastru cture

Road Side
Unit

Figure 3: ITS V2X Communications [43].

These tools empower vehicles to communicate seamlessly,
sharing real-time data to enable coordinated decision-making
and automated maneuvers. The result is a more efficient, resilient,
and sustainable transportation ecosystem that prioritizes both
people and the planet [44]. Al- though it is true that crafting a
connected, cooperative traffic network is undeniably complex, the
cornerstone of achieving harmonious traffic flow lies in effective
communication. This foundation promises substantial advantages,
including improving sensor limitations, resolving visibility
obstructions, guiding vehicles through crises, and orchestrating
balanced traffic distribution among road users. However, since
they are still a relatively new technology, they come with multiple
gaps and issues that needed to be resolved. For instance, dynamic
network topologies, constrained bandwidth, heterogeneous link
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capacities, and energy limitations, coupled with restricted physical accessibility, render these communication protocols vulnerable to
attack. Adversaries can readily exploit network topology information to compromise system security, generating a breach from which
the whole system can be exploited [45,46]. Nevertheless, a variety of countermeasures are being actively researched and developed
to address the vulnerabilities inherent in connected and cooperative vehicle networks. These solutions aim to provide comprehensive
protection against malicious attacks by incorporating advanced cryptographic techniques, intrusion detection systems, and anomaly
detection algorithms. By combining these approaches, researchers strive to create a robust and resilient network environment for

automated vehicles [47,48].

The Technological Niche of Automated Driving
The rapid advancement of self-driving technology, driven by both established automakers and emerging tech companies, necessitates a

robust regulatory framework to ensure public safety and address key concerns. As automated driving solutions become more prevalent,
to facilitate the safe and responsible development and deployment of self-driving technology, clear regulations and standards are
essential. These regulations should address matters such as liability to determine who is responsible for accidents involving these
solutions vehicles; data privacy to protect the sensitive data collected by self-driving vehicles; cybersecurity to safeguard against
cyberattacks that could compromise vehicle safety, and general pedestrian safety to ensure the protection of pedestrians and other
road users while operating without human intervention. By establishing a well-defined regulatory framework, policymakers can foster
innovation while mitigating risks and ensuring a safe and equitable transition to the era of autonomous vehicles [49].

Because the reality is that the potential benefits are of such magnitude that the global race to develop automated vehicles has seen
significant investment and experimentation across numerous countries and companies. Nations like the United States, Germany,
Japan, and China have established themselves as pioneers in this field, with dedicated research facilities and supportive regulatory
environments, Figure 4. Tech giants such as Tesla, Waymo, and Cruise, along with traditional automotive manufacturers like Ford,
General Motors, and Volkswagen, are at the forefront of developing and testing self-driving technologies. These entities are conducting
rigorous testing on public roads, simulated environments, and dedicated test tracks to advance the capabilities of automated vehicles
and bring this technology closer to widespread adoption. However, much remains to be done, as many as there are challenges to
be solved [50,51]. First and foremost, the hypothesis that egocentric information alone is not enough to safely drive an automated
vehicle is becoming a fact, increasingly evident, sadly from the accidents, problems and dangerous situations that today’s automated
solutions are having when deployed in modern cities. Second of all, cyber-security challenges needs to be faced to ensure safety
and software security even more in an increasingly complex and distributed world based on connectivity [52-54]. And finally, to
fully realize the potential of CCAM, a robust framework of fail-safe mechanisms and rigorous testing protocols must be established.
This is essential to guarantee the consistent, reliable, and safe operation of these complex systems. As a consequence, the stakes are
high, but, ultimately, the crucible of industrial competition will refine research-driven solutions into safe, reliable products for end
consumers. Because this competitive landscape is essential for driving innovation and ensuring the highest standards of quality and

security in connected and automated vehicle systems [55].
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Figure 4: Self-driving Vehicles Worldwide Presence
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The Operational Design Domain of Collaboration

Finally, a critical aspect of CCAM implementation involves the
careful organization of the operational environment. To organize
the operational environment of self driving vehicles, particular
tasks are aggregated constructing a Mission i.e. a predefined
objective or set of tasks assigned to be reached or achieved, that
is integrated with perceptual and navigation knowledge for real
time decision-making [56]. For this to take advantage of new
improved solutions, specific hardware and software requirements
must be fulfilled, such as a distributed framework of development,
a specific distribution of sensors, or a target applications within
a modular ecosystem. A relatively new key concept in vehicle
collaboration is the Mission-based systems for connected
automated mobility, where vehicles are dynamically assigned tasks
or missions depending on the context inferred from perceptual
and planning knowledge, usually managed by a machine learning
engine such as behavior trees [57,58]. In general, these systems
employ advanced algorithms and communication technologies to
optimize vehicle utilization, traffic flow, and energy efficiency.
With the combination of real-time data on traffic conditions,
passenger demand, and vehicle availability, methodologies based
on mission systems can dynamically allocate vehicles to fulfill
diverse transportation needs, including passenger transport, goods
delivery, and infrastructure maintenance. This approach holds
the potential to significantly improve urban mobility, reduce
congestion, and minimize environmental impact. In combination
with decision-making engines empowered by artificial intelligence,
the resource allocation can be optimized to enhance the flow
of traffic and improve complex traffic emplacements such as
roundabouts and intersections yielding promising solutions for
the connected cooperative automated mobility, Figure 5 [59-61].

Figure 5: Roundabout Mission Arbitration [9].

The Future Ahead

Lastly, one interesting application of knowledge aggregation
methodologies is the end-to-end driving, which represents
a paradigm shift in automated vehicle development directly
mapping raw sensor data to vehicle control actions [62-64]. This
holistic approach, which offers and alternative to the classic 4
pillars ecosystem, has the potential to improve real time problem
solving speed and adaptability, as the system learns to handle
complex driving scenarios as a unified task. However, it also poses
significant challenges in terms of safety, explainability, and data
efficiency due to the current capacity of traceability and validation
of such algorithms [65,66].
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Figure 6: End-to-End Driving Compared with the Traditional
Approach [67].

Generally speaking, a unified model offers a promising approach
to optimizing system design by combining various components
into a single, cohesive entity. This streamlined approach can lead
to improved performance as the model learns complex patterns
and nuances directly from raw data. Moreover, their adaptability
allows them to generalize across different environments, enhancing
their robustness and flexibility. However, these mythologies often
require vast amounts of training data, which can be both costly
and time-consuming to acquire. Additionally, ensuring that the
model generalizes well to unseen scenarios, especially rare or
edge cases, remains a challenge. Furthermore, the black-box
nature of deep learning models can raise concerns about safety and
interpretability. Understanding how the model arrives at decisions
and why certain behaviors are chosen over others is crucial for
ensuring reliable and trustworthy systems.

Discussion

While connected and cooperative automated driving offers
promising solutions to complex transportation problems, it also
presents significant challenges that needs to be addressed to
improve current state-of-the-art novel approaches. Cybersecurity
is paramount, as vulnerabilities could lead to catastrophic
consequences affecting not only passengers but also pedestrians
[68,69]. Reliance on communication infrastructure and sensor
systems introduces potential points of failure, that can lead to
dramatically events due to latency and delays on the signal
transmission [70,71]. Additionally, ethical dilemmas surrounding
decision-making in complex scenarios, such as accident avoidance,
require careful consideration, mainly because of black box
deep learning modules hard to evaluate and validate in real
traffic conditions [72-74]. Furthermore, the immense volume
of data generated by these systems necessitates robust data
management and privacy protection measures that organizations
and governments needs to properly implement ensuring privacy
compliance. Legal and regulatory frameworks must evolve to
accommodate this new paradigms, ensuring public safety and
address efficiently required liabilities [75,76]. Finally, public
acceptance and trust in this technology are essential for widespread
adoption. Gaining public trust requires transparent communication
about the technology, its benefits, and potential risks. Addressing
concerns about safety, job displacement, and ethical implications is
essential [77,78]. Moreover, extensive public education campaigns
and real-world demonstrations can help build confidence in the
technology. Ultimately, fostering a collaborative environment
between developers, policymakers, and the public is crucial for
overcoming challenges and ensuring widespread adoption of
cooperative automated mobility [79-81]. Nevertheless, even
though these problems can be a hard challenges, promising
new solution are being designed and developed, resulting in
groundbreaking strategies hoping in the future to find the most
suitable combination of tools that boost intelligent transportation
systems to a new level.
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Conclusion

The surge in self-driving vehicle development, driven by
entrepreneurial spirit and substantial investment, is catalyzing
a wave of innovation in intelligent transportation systems. From
ground- breaking methodologies to novel approaches, the industry
is grappling with formidable challenges while simultaneously
unlocking extraordinary potential. Cooperation stands as a
cornerstone of this evolution. By sharing data and coordinating
actions, self-driving vehicles can revolutionize transportation,
enhancing safety, efficiency, and the overall driving experience.
From preventing accidents to optimizing traffic flow and expanding
vehicle capabilities, the benefits of vehicle collaboration are
undeniable. As the industry matures, it will be critical to address
the complexities of implementation, including regulatory hurdles,
ethical considerations and evolution on the traffic landscapes of
current cities.

Because the road to fully automated vehicles is undoubtedly
teeming with challenges, yet the rewards are immense; from
cybersecurity and road safety, to sustainability, communication,
planning, navigation, decision-making and arbitration
enhancements. As a consequence, it is clear that collaboration
among researchers, industry leaders, and policymakers, will be
critical in the next decades to accelerate progress and shape a future
where transportation is safer, cleaner, and more accessible for all.
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