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ABSTRACT
Fraud prevention and detection methods based on traditional rules are less effective due to rising false positives and long response times caused by the 
fast evolution of fraudsters’ strategies. This paper provides a comprehensive analysis of Artificial Intelligence (AI) techniques for fraud detection and 
prevention, including supervised and unsupervised learning, deep learning, reinforcement learning, and privacy-preserving federated learning, along with 
AI system architecture and real-time risk scoring and integration methods for existing financial systems, and applications in wire, ACH and book transfers. 
The AI-enhanced benefits on the operations and the fraud loss value of the challenges and case studies of JPMorgan Chase, The Clearing House RTP, and 
the Fed’s new FedNow service are presented. Regulatory and ethical challenges are discussed in terms of explanation, fairness, and compliance with the 
existing US financial regulations and legislations. The future of fraud monitoring in the US economy is foreseen as driven by trends, including generative 
AI, integration with blockchain technology, and multimodal analytics. Overall, AI is proposed as a revolutionary tool to make fraud prevention scalable, 
flexible, and cost-efficient. 
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Introduction 
The payment landscape in the United States evolved as the 
nation’s payment infrastructure transitioned to the new digital 
era to accommodate customer needs for consumption now but 
payment later, or frictionless and speedy payment transactions. 
Payment methods, including wire transfers, Automated Clearing 
House (ACH) payments, and internal book transfers, facilitate 
daily economic activities in trillions of dollars. Unfortunately, as 
the nation’s payment ecosystem advanced, so did the expanding 
attack surface for sophisticated fraudsters. In 2023, the Federal 
Trade Commission pegged consumer fraud losses per annum 
at more than $10B, translating to a 15% increase compared 
to 2022 losses [1]. In a further analysis by the Association for 
Financial Professionals (AFP), more than 60% of organizations 
had experienced payment fraud in 2022, where ACH debits and 
wire transfers accounted for high proportions of attacks [2].

Irrevocable and high-value wire transfers are particularly sensitive 
to Business Email Compromise (BEC) and social engineering 
fraud. ACH (Automated Clearing House) payments are commonly 
used for payroll and vendor payments. These transactions are 
prone to unauthorized debits and synthetic identity fraud. Book 
transfers refer to transfer of funds in internal ledgers maintained 
within a financial institution. These are frequently susceptible 
to insider fraud and privilege misuse. Conventional rule-based 
fraud detection approaches rely on static rules and manual review 
processes. Such approaches have high false-positive rates and low 
detection accuracy for innovative attack strategies. Consequently, 

the existing systems result in increased operational overheads and 
reduced customer satisfaction [3].

The proposed AI Solution is a disruptive innovation that utilizes 
machine learning, deep learning and behavioral analytics to identify 
fraudulent patterns in a real-time and adaptive manner. This paper 
presents a holistic understanding of AI-based fraud prevention 
techniques relevant for wire, ACH and book transfers in the U.S. 
payments landscape. The technical architecture, deployment 
scenarios, cost-benefit analysis, regulatory considerations and 
future advancements pertinent to the state of practice are discussed. 
With an emphasis on case studies and in-depth assessments, this 
paper intends to prepare financial service providers to strategically 
use AI to achieve improved fraud prevention outcomes at reduced 
expenditures. 

AI Techniques for Fraud Detection: A Comprehensive 
Overview 
•	 Supervised Learning 
Fraud detection systems are primarily based on supervised learning 
models. They are primarily built on labeled datasets that contain 
transactions classified as either legitimate or fraudulent. Random 
Forests, Gradient Boosted Trees (e.g., XGBoost, LightGBM), and 
deep neural networks are widely employed techniques in the field. 
They leverage critical transaction features, including the amount 
and time of the transaction, location, account history, and device 
identifiers [4]. The models also address issues with class imbalance 
as fraudulent transactions are significantly fewer in proportion to 
legitimate transactions (<1%). Techniques like Synthetic Minority 
Over-sampling Technique (SMOTE) and cost-sensitive learning 
are routinely adopted to improve classification performance [5].
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Newer initiatives that use the ensemble stacking model combined 
with multiple supervised models to be more robust and generalize 
better. The model can incrementally learn from a continuous 

feedback loop where the investigators who confirm and label the 
new cases of fraud.

Figure 1: Step-by-Step Guide to Investigating Financial Fraud Using AI

                                                       (Ref: https://smartdev.com/ai-driven-fraud-detection/)

•	 Unsupervised and Semi-Supervised Learning 
The unsupervised techniques do not rely on the availability of 
labelled fraud data. The clustering methods, Isolation Forests, 
and Autoencoders can be utilized to find the anomalies and 
outlier transactions that can be considered suspicious and could 
potentially denote fraud [6]. 

Semi-supervised learning that takes a small portion of labelled data 
along with a high quantity of unlabelled transactions to improve 
sensitivity to new categories of fraud [7].

Another useful application of unsupervised learning involves 
identifying anomalies in the feature space. The system will create 
a dynamic user profile that identifies deviations from normal 
activity without specific fraud labels. This can help with zero-
day fraud detection as there is no historical perspective on this 
particular attack. 

•	 Deep Learning and Sequential Modeling 
RNNs and LSTM networks and transformers can learn and model 
time dependencies of transactions. Thus, these technologies 
can detect multi-step attacks that take place for several days or 
weeks [8]. CNNs may be used to build and learn correlations 
for transactional features. Deep learning is applicable for NLP, 
which allows obtaining information from unstructured data, 
such as payment information, description, etc., or from customer 
communications [9]. 

While RNNs were originally designed to tackle this issue in NLP 
tasks, Transformers outperform RNNs when it comes to capturing 
long-range dependencies, which is a recurrent pattern in fraud. 
Attention mechanisms help the model attend to the relevant parts 
of the transaction time series that pose a risk.

•	 Reinforcement Learning 
Fraud detection with Reinforcement learning models. 
Reinforcement learning (RL) models can adapt fraud detection 

algorithms based on feedback loops. RL agents learn to dynamically 
optimize thresholds and set investigation priorities to minimize 
false positive rates in the face of risk exposure [10].

RL framework can also solve the proceeds fraud team resource 
allocation, where the team can prioritize investigating the alert 
with the highest impact, optimizing the operational overhead while 
not jeopardizing detection performance. 

E. Explainability and Fairness 
Transparency and interpretability of machine learning (ML) 
models are critical for combating fraud using Explainable AI (XAI) 
tools like SHAP and LIME to help fraud analysts and regulators 
understand the model’s decision-making process and build trust. 
Application of fairness metrics and bias mitigation techniques are 
crucial to avoid bias and ensure fairness in decisions outcomes in 
light of growing regulatory requirements [11]. 

It also matters because ultimately customers are the final 
stakeholders on AI-mediated decisions and black box models 
can lead to unjustified transaction declinations or account freezing 
potentially harming customer experience and legal compliance. 
In this sense, working to improve transparency shall not only 
serve the consumers’ best interests but also contribute to more 
robust ethical standards for the sector. Additionally, fostering 
a transparent AI environment can enhance customer trust and 
satisfaction in financial services.

•	 Federated Learning and Privacy Preservation 
Here, federated learning allows a consortium of banks to 
collaboratively train a fraudulent transaction model without the 
need to share any sensitive raw data, thus preserving privacy 
and legal challenges associated with it. Differential privacy 
and homomorphic encryption can also be employed in [12]. to 
provide further levels of data security in training and inference 
with models. These measures can allow banks to mitigate data 
loss after a breach without sacrificing collaboration. 



Citation: Saikrishna Garlapati (2025) AI-Driven Fraud Prevention in U.S. Payment Systems: Reducing Costs Across Wire, ACH, and Book Transfers. 
Journal of Artificial Intelligence & Cloud Computing. SRC/JAICC-501. DOI: doi.org/10.47363/JAICC/2024(3)463

J Arti Inte & Cloud Comp, 2025       Volume 4(4): 3-5

The identification of new fraud patterns in the network across 
different stakeholders with entities, such as the banks, will be 
faster, and customer data will be kept confidential.

U.S. Payment Systems: Structure and Fraud Landscape 
Wire Transfers 
Fedwire and SWIFT are large-value payment systems that provide 
near real-time wire transfer settlement. This being irrevocable 
and representing a high value, wire transfers are susceptible to 
various types of fraud including business email compromise (BEC) 
schemes, collusion with insiders and credential compromise [13]. 
Artificial intelligence can process the transactional metadata, 
inter-relationships with other networks, fingerprints of devices, 
etc. in wire transfer systems to detect anomalies characteristic 
of fraudulent wire transfers. This advances detection as well as 
general security of transactions in these systems.

Recent trends show increasing use of layered AI techniques 
combining behavioral biometrics with network graph analytics 
to detect mule accounts and money laundering via complex 
transaction chains.

Automated Clearing House (ACH) 
ACH is a batch based network used for electronic payment with 
a delay of 1-2 days. It is a commonly used method for payroll, 
vendor payments and bill pay. ACH fraud employs authorization 
loophole manipulation and synthetic identity exploitation [14]. 
Temporal and relational pattern recognition, routing number 
identification and account behaviour analysis are performed by 
AI systems to detect fraud activity in transactions. This proactive 
approach allows financial institutions to safeguard their customers' 
assets more effectively.

The delayed settlement provides a small but critical window for 
AI-based intervention, enabling some prevention of fraudulent 
debits before funds are irrevocably transferred.

Book Transfers 
Book transfers involve internal movement of funds within a bank’s 
ledger. These transactions may be manipulated for insider fraud, 
money laundering, or embezzlement. Behavioral baselining 
and user access pattern analysis via AI identify unauthorized or 
anomalous internal transfers [15]. 

AI also helps in enforcing segregation of duties by monitoring 
internal user activities and detecting potential privilege escalations 
or unauthorized transaction approvals. 

Emerging Instant Payments: RTP and Fed Now 
The Clearing House RTP and Federal Reserve FedNow introduce 
real-time settlement, compressing fraud detection windows and 
requiring AI systems capable of millisecond latency decision-
making to prevent losses in instant payments [16]. 

These systems employ advanced AI-driven risk scoring combined 
with device fingerprinting and geolocation verification to counter 
emerging real-time payment fraud tactics. 

AI System Architecture and Implementation 
•	 Data Engineering and Feature Extraction 
Effective fraud detection starts with robust data pipelines 
aggregating transaction details, customer profiles, device metadata, 
and external data sources such as sanction lists. Feature engineering 
transforms raw data into predictive indicators, including velocity 
metrics, transaction risk scores, and network graphs [17]. 

Feature importance monitoring and automatic feature generation 
pipelines using AutoML techniques further enhance model 
adaptability to new fraud scenarios.
 
B. Model Training and Deployment 
Continuous training of models and the usage of latest transactions 
and fraud expert labeled cases. For inference, real-time deployment 
is done using containerized microservices and streaming platform 
(e.g., Apache Kafka and Spark) [18]. A/B testing and shadow 
deployments validate model upgrades without disrupting 
production workflows, ensuring continuous model improvement.

Decision Engines and Workflow Integration 
To operate these tools, real-time scoring engines determine the 
fraud risk of each transaction and run automated workflows with 
alerts for investigation, contact with the customer, or blocking 
the operation. Also, integration with AML/KYC systems allows 
ensuring compliance and complete mitigation of the risk [19]. 

Workflow orchestration platforms prioritize cases based on risk 
score and operational capacity, optimizing resource utilization. 
V. Case Studies 
A. JPMorgan Chase 
Chase uses hybrid AI architecture with supervised approach, graph 
techniques, and reinforcement learning. The system analyses the 
data over billions of transactions each year and resulted in a 35% 
decline in fraud loss and 45% increase in detection accuracy within 
one-year of AI implementation [20]. 

The bank’s use of graph-based AI models has been particularly 
effective in uncovering fraud rings, which traditional systems 
missed due to fragmented data views. 

The Clearing House RTP 
RTP network instant payments fraud screening applies AI-driven 
behavioral baselines and device fingerprinting, materializing in 
significant fraud decline and participants’ increased trust [21]. This 
innovative approach not only enhances security but also fosters a 
more reliable payment environment for all users.

Dynamic risk scoring coupled with real-time feedback loops 
enables rapid adaptation to evolving fraud patterns. 

Federal Reserve Fed Now 
FedNow pilots AI-driven fraud alert modules enabling participants 
to pause or recall suspicious instant payments. The initiative 
emphasizes data sharing and collaboration to combat emerging 
fraud patterns [22]. 

Early pilot results indicate a 25% reduction in fraud-related 
payment reversals, underscoring the value of AI in real-time 
payment ecosystems. 

Cost-Benefit Analysis 
Operational Efficiency 
AI reduces false positives by up to 35%, lowering manual review 
workload and accelerating investigations [23]. Automation of 
Suspicious Activity Report (SAR) generation streamlines 
compliance workflows. 

Financial Impact 
Studies estimate annual savings exceeding $250 million for major 
U.S. banks due to reduced fraud losses and operational costs 
post-AI adoption [24]. 
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Reduced customer friction and improved trust also contribute 
indirectly to revenue retention and brand equity. 

Scalability 
AI systems scale seamlessly with increasing transaction volumes, 
avoiding linear growth in staffing and infrastructure costs. 

Regulatory and Ethical Considerations 
Compliance Landscape 
AI-based fraud systems must comply with FFIEC, OCC, CFPB 
guidelines, and data privacy laws including GLBA, CCPA, and 
where applicable GDPR [25]. 

Model Risk Management 
SR 11-7 outlines rigorous model validation, governance, and audit 
requirements, demanding explainability and ongoing monitoring 
[26]. 

Ethical AI Use 
Institutions must ensure fairness, avoid bias, and implement 
human-in-the-loop controls to safeguard customer rights and 
uphold transparency [27]. 

Future Directions 
A. Generative AI and Adversarial Training 
GANs simulate complex fraud scenarios, strengthening model 
resilience against evolving attack strategies [28]. 

Blockchain and Decentralized Identity 
Blockchain’s immutable ledgers and decentralized digital identities 
enhance transaction traceability and authentication [29]. 

Multimodal Analytics 
Integrating transaction data with biometrics, device telemetry, and 
communication analysis provides comprehensive fraud detection 
capabilities [30]. 

Cross-Institution AI Collaboration 
Federated learning and AI consortiums enable shared intelligence 
without compromising privacy, enhancing industry-wide fraud 
resilience [31]. 

Conclusion 
The automated systems of the Artificial Intelligence are changing 
the landscape of fraud prevention in U.S. payments systems by 
offering scalable, adaptive and real-time security systems. This 
paper provided an analysis of available AI-based solutions that 
can potentially limit the incidence of fraud in wire, ACH and book 
transfer systems through implementing the latest fraud prevention 
techniques, such as machine learning, deep learning, behavioral 
analytics, and anomaly detection. The paper presented an in-depth 
discussion of AI architectures, use cases, benefits, cost vs. benefits 
and regulatory requirements to show how it is possible to achieve 
operational cost and fraud loss reductions while increasing trust 
and compliance in existing financial institutions activities through 
the application of AI-based solutions.

Overall, these results indicate that AI-based technology enables 
faster detection of advanced and emerging patterns of fraud 
compared to legacy systems. Moreover, AI penetration technology 
is a major contributor to the operational efficiency of financial 
companies, as well as an effectiveness enhancer for customer trust. 
In this context, more proactive financial institutions that embrace 
AI technology in their systems will have a greater advantage over 
criminals who use automation and social engineering.

Nonetheless, a successful AI-based fraud management solution 
requires a fine-tuned approach to regulations, governance 
structures, ethical transparency, investments in technology, and 
awareness. Institutions should focus on the explainability of 
models, auditing, adversarial robustness, and privacy of customers 
and systems.

Future opportunities for fraud prevention may lie in a combination 
of federated learning, blockchain-based identities, and the use 
of generative AI for behavior simulation. The best approach for 
predictive fraud analytics across payment methods may turn out 
to be a mix of supervised, unsupervised and hybrid learning AI 
methodologies. 

Looking ahead, as artificial intelligence reach greater heights, 
all players in government, finance and technology must work 
together to create a fraud-proof tomorrow. The financial industry 
must harness AI technology to create proactive frameworks as 
an investment today for a more secure and reliable payment 
ecosystem for the digital economy.
 
Key Takeaways: 
AI offers real-time, proactive fraud detection at scale. Cost 
savings arise from reduced manual intervention and fraud 
losses. Regulatory compliance must evolve in tandem with AI 
adoption. Explainability, ethics, and fairness are critical for model 
governance. Collaborative ecosystems are essential to combat 
organized cyber fraud. 

Overall, the study highlights that AI technologies have a dual 
role in combating fraud in financial institutions: they serve as a 
mechanism and as a tool.
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