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ABSTRACT

Digital Twin (DT) technology has been the driving force in the industry 4.0 and future industrial landscapes by providing real-time coordination between
physical assets and virtual twins. In smart manufacturing, DTs provide never-seen-before simulation, prediction, and optimization in the product lifecycle.
This review delivers an in-depth evaluation of the latest trends in integrating Digital Twins in the manufacturing system. The paper starts by tracing the
conceptual development and architecture of the DTs, followed by the in-depth exploration of the enabling technologies like IoT, artificial intelligence,
edge computing, and cyber-physical systems. Industrial applications in key areas like predictive maintenance, process optimization, and human-machine
collaboration have been assessed in the automotive, aerospace, and additive manufacturing sectors. The paper also covers the essential challenges in the
areas of standardization, security in the sphere of data, real-time processing, and interoperability. The latest developments in the areas of cognitive twins,
sustainability-oriented DTs, and integrating them into upcoming paradigms like Industry 5.0 have been considered. The paper concludes by the exploration
of present-day research gaps and contributing future directions for the deployment of scalable, secure, and intelligent DTs in the field of manufacturing.
The paper aims to act as the foundation for the researcher and practitioner community by bringing academic understanding and industrial relevance in
close proximity to the application areas of the Digital Twins, ensuring the latter's position as the strategic facilitator for the future-day excellence in the

field of manufacturing.
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Introduction

The smart manufacturing transformation has been expedited by
the stimulus of Industry 4.0, placing cyber-physical integration
and data-oriented systems at the center of production evolution
[1]. Of these technologies, the Digital Twin (DT) has proven to
be a revolutionary concept, providing virtual replicas of physical
Manufacturing Systems in near-real time to support simulation,
optimization, and closed-loop feedback control [2].

In production, DTs function on the closed-loop digital-physical
interface to provide real-time synchronization of virtual models
and physical assets. The end result is predictive analytics, adaptive
process optimization, and quality assurance [3]. For example,
Da Silva et al., provide in-depth survey of DT applications in
machining with benefits in monitoring, simulation, correction
of defects, and life-cycle support from the data [4]. Similarly,
integrated frameworks for implementing shopfloor DTs have been
elaborated, e.g., the hexadimensional model for the coordination
of the physical—digital constituents and the relationship between
them [2].

In spite of rapid advancement in the development of DTs,
there remains fragmentation in definitions, architectures, and
technology integration. Moiceanu & Paraschiv’s bibliometric
analysis proposes that although smart manufacturing continues
to experience DT adoption at full speed, the field is plagued
by concept proliferation and lack of standardization [5]. Others
propose common architectural schemas in general, for instance,
the three-five-dimensional DT representations—to standardize
terminology and implementation approaches [6].

Technically, DTs are energized by IoT sensor networks, high-
bandwidth connectivity, edge/cloud compute, and AI/ML-powered
analytics, enabling real-time decision support. For instance, ML-
powered DTs are being implemented for the health monitoring
of machines, fault prediction, and performance management in
the manufacturing environment [7]. However, the deployment
of such systems is hindered by some major roadblocks: data
interoperability, latency, cost, and skills gap are key impediments

[8].
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DT applications in manufacturing sectors are increasingly
diversifying. From gyroscopic machinery and discrete lines
of production, where DTs enable fault diagnosis and system
optimization, to mixed-assembly lines where XR-assisted human—
machine interfaces come in [9,10]. Process dynamics are being
rewritten by DTs. And sustainability has kindled interest in DT-
powered green manufacturing, exemplifying the technology’s
capacity to optimize resource utilization and minimize industrial
waste.

However, important gaps persist. First, shared standards and
ontologies do not exist, making cross-platform interoperability
difficult. Second, the transferability of DT models on different
scales and in different contexts, including human-in-the-loop
systems, requires more in-depth exploration. Third, closed-loop
validation in deployment environments is sporadic, and only some
works have shown live deployment beyond the pilots.

Aim and Structure of this Review

The paper aims to consolidate published research on DTs in
intelligent manufacturing to assess the evolution, technologies,
applications, and limitations. The paper seeks to: (1) describe latest

definitions and architectural representations; (2) analyze enabling
technologies and industrial deployment by sector; (3) identify
future key roadblocks; and (4) derive future recommendations for
Industry 5.0 and sustainability goals. The paper proceeds as below:
e Section 2: Describes Methodology and Selection Criteria.

e Section 3: Revisits Dt Conceptual Models and Their

Evolution.

e Section 4: Discusses Key Technologies Behind Dt-Enabled
Manufacturing.

e Section 5: Discusses Industrial Uses and Sectoral Application
Examples.

*  Section 6: Presents Limitations and Challenges.

e Section 7: Highlights Future Opportunities and Emerging
Trends.

e Section 8: Creates Research Gaps.

e Section 9: Ends with General Conclusions.

Review Methodology

The present review adopts a systematic and reproducible approach
by integrating the use of bibliometric information with structured
frameworks (e.g., PRISMA) to obtain full coverage and high
academic rigor.

Review Methodology

Literature Search Strategy
Scopus, Web of Science, IEEEXplore,

MDPI (2018-2025)

'

Inclusion and Exclusion Criteria

Inclusion Exclusion
Peer-reviewed articles| Non-manufacturing
on DTsin DTs; non-English
manufacturing papers

;

PRISMA-Guided
Screening and Selecection

From =450 documents to 47 studies

'

Data Extraction and
Thematic Analysis

DT definitions, architectures,
technologies, applications, challengs etc.

Figure 1: Review Methodology

Literature Search Strategy

We independently searched Scopus, Web of Science, IEEE Xplore, and MDPI platform to identify publications from 2018 to 2025,

ERINT3

based on keywords like “digital twin” AND “‘smart manufacturing,” “industrial manufacturing,” or “CPS.” The period reflects the
accelerated technology convergence promoted by Industry 4.0, 5G, edge computing, and Al-powered DTs.
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Inclusion and Exclusion Criteria

Inclusion:

*  Research articles from peer-reviewed journals or conferences.

*  Applications or assessments of digital twins in actual-world
manufacture (e.g., machining, assembling, additive processes).

*  Explicit discussion of DT architectures, enabling technologies,
or implementation frameworks.

*  Exclusion:

*  Concept-only articles lacking technical depth or practical
insights.

e DTs specializing in non-manufacturing areas only (e.g., health,
construction).

*  No English language editions exist.

PRISMA-Guided Screening and Selection

The initial search yielded approximately 450 documents.
Duplicates were excluded and title/abstract screening used to
obtain approximately 160. The full text assessment reduced the
number to 47 studies including:

MDPI journals like Sustain., Applied Sciences, Manufacturing
Letters reviews, IEEE Access and other high-impact journals,
This is in line with best practice—for instance, in engineering
reviews, PRISMA-led studies were utilized by Moiceanu &
Paraschiv [11,12].

Data Extraction and Thematic Analysis

For each study, we extracted systematically:

e DT Definitions (e.g., Model vs. Digital shadow vs. Full twin)

e Architectural Features (Dimensions, Flow of Information
Mechanisms)

*  Enabling Technologies (IoT, Edge/Cloud, AI/ML)

* Industrial Applications (Process Control, Predictive
Maintenance, HRC);

*  Named challenges and Gaps in Research.

Then we carried out thematic clustering to organize the outcomes
for conceptual models, technologies, application areas, future-
looking trends in Industry 5.0 and sustainability, and challenges.

Conceptual Framework of Digital Twins

Definitions and Levels of Digital Twin

The terminology associated with DTs is inconsistent, with terms
such as Digital Model, Digital Shadow, and Digital Twin indicating
increasing levels of integration. Static representations are included
in Digital Models, one-way information flow from the physical
to the virtual in Digital Shadows, and bidirectional, real-time
synchronization between the virtual and the physical in actual
Digital Twins. Definitions based on data science additionally stress
the digital twins as being adaptive, self-improving models kept
continuously updated by operational and lifecycle information
[13,14].

Component-Based Conceptual Architectures

Several DT frameworks segment the system into layered

components that interconnect via secure data flows:

*  Four-Perspective Model (Data, Model, Network, Application):
The multi-view framework emphasizes data trustworthiness,
model building, network coordination, and end-use uses [15].

* End-to-End Layered Model: Contains the physical,
communication, virtual, analytics/visualization, application,
and security layers—to ensure end-to-end ground-to [16].

*  Three-Space Framework (Physical, Virtual, Information):
Used extensively in manufacturing, this framework maintains
steady flow of data and allows for decision-making in real
time [17].

These schemas consistently delineate the physical twin (machines,

sensors), information infrastructure (middleware, data handling),

and virtual twin (models, analytics, interfaces).

Evolution in Manufacturing Context

Initial DT executions were primarily concerned with product
lifecycle or component-level modeling. Conversely, modern-day
manufacturing requires more comprehensive frameworks. Reviews
have now moved to integrated product—process twins, allowing for
the synchronized modeling of products and production processes
[18]. These developments align with end-to-end manufacturing
approaches that seamlessly integrate design, production, and
operation.

Central Characteristics of Twin Systems

Key Design Dimensions Emerge Across High-Tier Literature [16].

* Data: Real-Time Acquisition from ot Sensors, Historical
Logging, and Integrity Management.

*  Model: From Physics-Based to Hybrid and Machine-
Learning-Based Models—Such as Cognitive and ML-
Integrated DTs.

e Network: Layered or Edge-to-Cloud Architectures, where
Synchronization Latency and state Consistency Come First.

e Application: Covers activities such as Monitoring,
Simulation, Diagnostics, Control, Optimization, Support
for Ergonomics, and Eco-Oriented Operations.

These Dimensions form the basis for the Thematic and Comparative
Analyses in this review.

Real-Time Closed-Loop Operation

True DTs enable closed-loop behaviors, allowing simulation-
based feedback to change physical systems without manual
intervention. This functionality serves as the foundation for
adaptive manufacturing, predictive maintenance, and self-
optimization processes [15].

Challenges in Standardization and Termin

In spite of the advancement in methodology, papers mention
inconsistent definitions, inhomogeneous models, and disjoint
architectures. Renowned works call for standardized ontologies,
shared frameworks, and unified taxonomies to shape academic
as well as industrial uptake [16].

Summary and Relevance

Combining layered architectures, bidirectional integration, and
changing twin forms, this conceptual framework elucidates the
structure and the operating dynamics of the DTs in contemporary
manufacturing systems. It sets the foundation for the following
sections to explore enabling technologies, industrial applications,
and implementation barriers.
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4. Enabling Technologies for Digital Twin in Manufacturing

Enabling Technologies Stack
for Digital Twins in Manufacturing

@

—
=E

Visualization and AR/VR ]

Middleware and
Interoperability

Figure 2: Enabling Technologies Stack for Digital Twins in
Manufacturing

IoT Sensor Networks & Data Acquisition

Central to the DT systems are the industrial IoT (IIoT) sensor
networks, tasked with the ongoing measurement of machine
condition, environment, and process variables. The developments
in low-priced MEMS sensors, RFID, and Zigbee make possible the
high-frequency, real-time capture of data needed for proper twin
updates. Research has identified the importance of data fidelity and
acquisition protocol in the progression from digital model to full-
scale digital twins [19]. Capturing vibration, temperature, and force
variables in real time, the networks provide the sensory backbone
for closed-loop DT-enabled systems.

Edge, Fog & Cloud Computing

Contemporary DT architectures evenly spread computing over edge,

fog, and cloud strata to mitigate latency, bandwidth, and computational

demands [20]. Ultra-low-latency functions like anomaly detection and
machine control are served by the edge and fog strata, and heavy-duty
model training and history analysis by cloud strata.

*  Knebel et al. illustrated a cloud—fog architecture for DTs whose
real-time response is obtained by leaving essential calculations
at the edge [21].

*  Others embed edge computing and bidirectional DT
synchronization in lightweight smart devices to support
decentralized, scalable configurations [22].

*  MDPI research highlights the value of tiered architectures in
balancing resource restrictions with the requirement for real-
time operation.

Al and Machine Learning Models

DTs employ Al and ML to allow predictive analytics, simulation, and
self-management. Alfaro-Viquez et al. (2025) offer a comprehensive
discussion of Al-based DT uses, which they organize along operator,
product, and process axes, illustrating the variety of the utilization
of AL [8].

There are several Al-based DT strategies:

*  Health Monitoring: Supervised models (e.g., SVM, RF) are
utilized for identifying machine degradation.

*  Process Optimization: Reinforcement learning facilitates the
scheduling of production and energy efficiency.

*  Autonomous Control: Real-time manufacturing loops are
facilitated through data-driven simulation models.

Middleware & Data Interoperability

Information continuity among hardware, analytics, and user
interfaces needs powerful middleware as well as data exchange
standardization. Semantic interoperability has been described as a
significant bottleneck for DT ecosystems.

An MDPI article about DT interoperability advocates a “universal
translator” framework to align varied devices through semantic layers
[19].

ResearchGate-archived reviews also note that proprietary integration
remains the norm for industrial twin systems, citing the importance
of open protocols.

This design of DT layers considers data transportation, model
governance, and app access as separate issues, which enable module-
level evolution [15].

Communication Technologies

High-bandwidth, low-latency connectivity guarantees the
synchronization of physical assets and their twins. Increasing factory
deployments include technologies such as 5G, Wi-Fi 6, and Time-
Sensitive Networking (TSN) [23].

Security and Resilience

As DTs process enormous datasets and allow two-way control,
security becomes a prime area of concern. System designs must
consider data tampering and cyber-physical attacks.

Zero-trust network architectures for DT platforms and the use
of blockchain for immutable audit trails are the highlights of
MDPI-driven studies, yet stronger empirical confirmations are
still forthcoming.

Data Storage & Management

Effective DT operation depends on scalable fault-tolerant storage

infrastructures. Current systems use hybrid databases:

»  Time-series databases for sensor streaming.

*  Model versioning with graph databases.

* Data lakes integrating structured and unstructured data
sources.

Research stressing data provenance, metadata versioning, and

semantic tagging has emerged as crucial for ensuring traceability

and auditability [24].

Visualization, VR & Human—Machine Interfaces

Immersive, interactive visual interfaces—Ilike Virtual Reality (VR)
and Augmented Reality (AR)—amplify the value of DT through
facilitating easy-to-use human—machine cooperation.

An MDPI publication emphasizes the contribution of AR to
manufacturing cell digital twins, wherein the workers have DT
overlays provided in real-time [25].

Man-centered DT design seeks to integrate operators into control
loops, marrying visualization and ergonomic considerations for
operator safety.
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Together, these enablers provide the foundations of next-generation
DT systems for manufacturing. Communication platforms and loT
aid data collection and transfer; edge—cloud systems provide real-
time response; Al fuels cognitive twin functionality; middleware
with interoperability simplifies integration; security guarantees
resilience; data storage maintains a record of past knowledge;
and XR enables the end user.

The following section extends this technical groundwork to
describe industrial use-cases and industry-specific deployments,
showing how these technologies integrate in practical deployments
of the Smart Factory.

Industrial Applications of Digital Twin in Manufacturing
Digital Twin (DT) technologies have matured from conceptual
frameworks to powerful tools enabling transformative industrial
applications.

Predictive Maintenance

Predictive maintenance represents the most established use case
of DTs, fueled by the intersection of sensor data, analytics, and
real-time simulation. In their MDPI work focused on machining
systems, da Silva et al. exhibited DT-based monitoring systems for
predicting tool wear, surface faults, and lifespan of components,
notably decreasing unplanned downtime while increasing
manufacturing effectiveness [4]. Related studies have revealed
hybrid DTs that integrate physics-informed models and ML
algorithms (e.g., random forest, neural networks) to improve fault
prognosis of rotating machinery [26]. An exemplary work done
by Hu J et el, combined online vibration, temperature, and fluids
data in real-time to perform fault detection early with a success
rate higher than 90%, confirming the DT’s prediction ability in
industrial environments [27].

Process Optimization and Control

DTs offer flexible models that can simulate and optimize
manufacturing processes while the conditions vary. An article
about DT-based CNC lines, which was featured in MDPI Applied
Sciences, investigated the lines, where real-time simulation allowed
adaptive feed rate variation and tool-path selection while increasing
the cycle times by 15-20% [28]. Additionally, one more article
utilized DTs for process schedules through reinforcement learning,
which resulted in improved throughput and energy efficiency for
multi-stage assembly cells. Such dynamic capabilities reflect the
benefit of DTs in converting static manufacturing into agile, self-
optimizing systems [29].

Quality Management and Defect Prediction

DT-aided anomaly detection immensely benefits quality assurance.
Digital twins are able to predict defects through the combination
of operational metadata, vibration sensors, and high-definition
cameras. An IEEE access article substantiated a DT-facilitated
interconnected visual/machine learning model, which correctly
predicted surface defects for additively manufacturing components
with over 92% accuracy [30]. One more study shed light on how
end-to-end DT systems provided tight QC loops through sensor
network synchronization with virtual replica monitoring, enabling
near-instant remediation and feedback for defect-challenged
processes [31].

Human—Machine Collaboration and AR/VR

Digital twins enable immersive human—machine cooperation
through AR and VR interfaces. DT incorporation with AR
was recently explored in a study by MDPI for cooperative
manufacturing cells, which allow the operator to receive wearable

display—based in-situ guidance [25]. Such platforms enable two-
loop interactions wherein the sensor feedback and gestures of the
operator are used to update DTs in real time, which promote safe
and efficient manual-automated workflows. Moreover, ergonomic
DTs in Sensors automatically vary the layouts of workspaces to
maximize the comfort of the operator and minimize the risk of
musculoskeletal disorders [32].

Digital Twins in Additive and Hybrid Manufacturing

AM setups have adopted DTs for enhancing material consistency
and process control. MDPI-based studies have indicated DTs
that adjust deposition paths as well as laser power in real time to
balance environmental changes and material feed rates [33]. Top-
level reviews stress the fact that such DTs allow multi-physics
simulations (metallurgical, thermal, mechanical) that are critically
required for consistent build quality for complex geometries [34].

Sectoral Case Studies: Automotive, Aerospace, Electronics
In the car manufacturing industry, MDPI work documents
DT systems for manufacturing lines, blending sensor-infused
platforms with simulation models to analyze performance during
shift changes and changing demands [35]. Applications of these
studies include distinct defect rate and idle time reductions.
Applications of DT work in aerospace manufacturing include
composites lay systems powered by DT, which allow for precise
material anisotropy and mechanical properties prediction [36].
Applications of DT work include DT use with semiconductor
cleanroom machines, which allow real-time environmental
parameter control such as humidity and particle counts [37].

Integration with Industry 5.0 and Sustainability

Recent work highlights the contributions of DTs to facilitating
human-centric, flexible, and sustainable manufacturing approaches.
An MDPI article reviewing green DTs demonstrated how twin-
based systems minimize material use, energy usage, and heat
wastage—in accordance with Sustainable Development Goal [38].
Such platforms integrate environmental KPIs and control strategies
into simulation loops dynamically, highlighting the ability of DTs
to enable strong sustainability systems in industrial applications.

Industrial applications of manufacturing digital twins encompass
the four broad areas of application: predictive maintenance,
process optimization, quality management, and human—machine
collaboration; and growing interest in additive manufacturing,
industry-specific integration, and eco-manufacturing systems.
Interdisciplinary work as a total conveys the general message
about the growing impact of DTs, validating their role as enablers
of centers of intelligence and resilience for today and tomorrow's
manufacturing facilities. These applications form the context for
the subsequent analysis of usage challenges and implementation

gaps.

Challenges and Limitations

In spite of their auspicious revolutions, Manufacturing Digital
Twins (DTs) have serious challenges—along technical,
organizational, and operational axes—that could impede their
scalability and adoption in the industry.

Data Management and Quality

Prompt, accurate data capture is necessary for DT fidelity. Yet,
manufacturing organizations are often burdened with data silos
and inadequate data governance, which result in inputs that are
incomplete or inaccurate. For example, MDPI Systems studies
indicate that companies frequently have inadequate, standard
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data streams to properly train and calibrate DT models [39].
Additionally, high-volume time series data are required to remove
noise, correct for missed signals, and retain sensor robustness.
Without effective data pipelines, the DTs can deliver misleading
information or become untenable.

Interoperability and Standardization

Interoperability remains a pervasive obstacle as DT ecosystems
involve diverse equipment vendors, software platforms,
and communication protocols. A systematic MDPI review in
Remote Sensing pointed out that bidirectional synchronization
between physical entities and their digital replicas relies heavily
on proprietary middleware, complicating integration across the
factory floor [40]. Despite several conceptual architectural models,
there is still inconsistency in how dimensional layers and data-
flow semantics are defined. This fragmentation demands universal
ontologies and standard communication layers to ensure seamless
DT federation [41].

Latency Constraints and Edge-Cloud Partitioning

To enable real-time reactivity, DTs commonly distribute
computation between cloud and edge layers. Network delay,
bandwidth, and synchronization delays, however, can negatively
affect the security and efficacy of closed-loop control systems.
As MDPI’s Remote Sensing identifies, hardware and connectivity
limitations—particularly when connectivity is low—can produce
real-time bi-directional data flow performance degradation
[40]. Edge design effectively helps reduce delay but increases
architectural sophistication.

Cybersecurity, Privacy, and Resilience

DTs open a new attack surface through the collection of sensitive
process information and the taking of physical action. While
next-generation security architectures like zero-trust networks and
blockchain-based audit trails have been discussed in MDPI review,
real-world testing in manufacturing scenarios has been sparse [42].
Hardened defenses are necessary to protect DT platforms against
tampering, spoofing, and ransomware, especially when operational
choices have a bearing upon safety. Data privacy, too, when data
reside in multi-tenant industrial facilities or when outside analytics
services are used, needs to have structured management.

Skills Gap and Organizational Readiness

High-performing DT systems require multidisciplinary expertise,
including software engineering, cybersecurity, simulation
modeling, and manufacturing domain expertise. MDPI's Journal
of Systems stresses that most companies don't have internal
expertise and leadership to design, deploy, and maintain DT

platforms [40]. Moreover, architectural federation requires an
organizational transformation—cross-functional teams and multi-
layered management approaches—to foster cooperation between
the IT and OT departments.

High Costs and Limited ROI Visibility

Upfront costs of investment for DT deployment-from sensor
retrofitting, compute infrastructure, software licensing, and
worker retraining-can be significant. Economic analysis applied
in the initial DT studies often does not have complete ROI
models, particularly for small-to-medium-sized enterprises with
constrained capital budgets. Financing DT projects thus requires
strong executive sponsorship and agreement over attributable
performance benefits.

Model Validation and Real-World Deployment

Despite the promise of DTs, few full-scale deployments exist
to substantiate their modeling validity, closed-loop feedback
fidelity, and long-term benefits of their performance. Most papers,
including MDPI's building-oriented papers, reference the fact
that the majority of DT applications are at the laboratory or
pilot scale with minimal ground-truth correlation. Key problems
like DT drift—loss of model accuracy over time through wear,
environmental variation, or unmodeled process activity—have
been relatively untouched [15].

Scalability and Federation of Digital Twins

The feature to federate several DTs—for machine-to-machine
coordination, production line syntheses, and digital-thread
continuity through lifecycle phases—is yet rudimentary.
Federation needs lightweight, decentralized yet consistent model
structures and coordination protocols. As per the latest MDPI
Systems studies, extensive DT interlinking is confined by data
heterogeneity, version management, and governance intricacy
[39]. Federating the DT networks at the plant and enterprise levels
represents a nontrivial challenge.

Even though Digital Twins have shown great value for predictive
maintenance, process monitoring, and man-machine interfaces,
the real-world adoption depends critically on surmounting the
technical challenges of data management, interoperability, latency,
security, and scalability. Just as important are organizational
preparedness, skill building, and explicit ROI strategies. Solutions
encompassing the total depth of technology as well as the human
dimensions will become crucial in realizing the full potential of
DTs. We discuss, next, how new paradigms such as cognitive DTs,
the digital-thread architecture, and resilient federated networks
are trying to solve these divides.
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Figure 3: Digital Twin Challenges

Emerging Trends and Future Opportunities

Digital Twin (DT) technology continues to evolve at a blinding pace, entering the next revolutionary phase with cognition, cooperation,
and resilience as bedrock. Four significant breakthroughs—Cognitive Digital Twins (CDTs), the incorporation of Industrial Metaverses,
digital-threaded architectures, and sustainability-driven twins—herein are elaborated, along with their chances of filling today's gaps
while shaping the next-generation smart manufacturing future.

Cognitive Digital Twins: From Reactive to Proactive

Cognitive Digital Twins envisions expanding DTs from reactive simulators as independent, Al-driven agents with the ability to
reason, learn, and adaptively make decisions. Groundbreaking work by Eirinakis et al. envisions a CDT framework with mental
capabilities similar to humans—perception, reasoning, memory, and learning—enabling resilience in production systems during
disruptions/anomalies [43]. Along similar lines, one more work use ontologies to encode cognitive layers in CDTs, defining deployment
strategies for such CDTs in the context of maintenance [44]. Such evolution extends the functionality of DTs beyond monitoring to
self-optimization and self-control as needed for Industry 5.0 resilience targets.

Immersive Interaction: The Industrial Metaverse

The integration of DTs with Augmented Reality (AR), Virtual Reality (VR), and virtual collaboration platforms is ushering in a new
industrial metaverse. As Siemens and BMW demonstrate through Nvidia Omniverse simulation, virtual replicas of factory facilities
allow synchronous interactions with equipment and process flows, all within a virtual shared space. MDPI articles similarly show
that AR-enforced DTs allow context-aware operator assistance during the process of assembly, and maintenance work [10]. Remote
work, training, and what-if simulation of occurrences are facilitated by the metaverse, which could radically alter the locational
flexibility of a workforce as well as reduce the setup costs of physical configurations.

Digital Threads and Federated Twin Ecosystems

Future manufacturing systems are becoming ever more dependent on digital threads: longitudinal data linkages tracing product,
process, and resource information through lifecycle phases. DT federation—connecting several twins across machines, lines, and
supply chains—is becoming a key enabler of end-to-end visibility and optimization. While most DT deployments are still isolated,
constructing systems that are federated enables holistic intelligence, cross-domain learning, and common control across industrial
phases. Federated DT architecture is necessary for broad-scale deployments of smart factory.’

Sustainability-Oriented Twin Systems

The increasing focus on green manufacturing makes DTs prime enablers of resource efficiency and environmental compliance.
Research proves sustainable uses of DTs for optimizing energy consumption, reducing material wastage, and tracking CO: footprints.
By integrating real-time environmental KPIs into virtual models, digital twins are able to mimic low-impact process configurations
and aid strategic decisions consistent with circular economy values [45].
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Advanced Analytics: Graph Learning and Case-Based Reasoning
Innovative analytics—like knowledge graphs and case-based
reasoning—are broadening the interpretability and domain-
knowledge awareness of DTs. Mortlock et al. discuss the graph-
learning-enabled CDTs for optimization at the design stage, while
Rozanec et al. put forward case-based reasoning for self-adaptive
DT structures in production [46,47]. Such data architectures set
DTs apart from “black-box”” ML models and move them closer to
explainable intelligence, towards building industrial applications’
trust and enabling regulatory compliance.

Future Research Directions

Some promising lines of future DT innovation become

evident:

»  Standardized CDT Frameworks — Architecture patterns,
ontologies, and reference implementations that are valid,
across the industries.

*  Secure Metaverse Environments — Architectures that provide
data privacy, safe collaboration, and protection for intellectual
property in virtual twin systems.

e Federated Learning for DTs — Cross-plant model sharing
without exposing data, enabling optimization sharing across
networked plants.

*  Human-Centered DT Design — Integrating operator cognition
and ergonomic metrics into the twin feedback loop to allow
Industry 5.0 human—machine synergy.

* Lifecycle-Wide Validation — Longitudinal studies confirming
twin model validity, drift correction, and predictive reliability
through the life systems.

Next paradigms (cognitive autonomy, metaverse interactions,
digital threads, sustainability, and next-gen analytics) hold the
next frontier for DT systems. They enable the next phase of
evolution for DTs as holistic, intelligence-driven, and robust
platforms for the complex industrial world. Future evolution comes
through the combination of these trends into federated, secure, and
standard-based architectures that improve decision management,
operational effectiveness, and human-centric factory systems.

Research Gaps and Future Directions

Despite much advancement in Digital Twin (DT) adoption for
manufacturing, various gaps hinder their mass adoption and
achievement of full potential. We, herein, establish areas of future
work necessitating investigation and discuss the direction of future
studies.

Integration of Standardized Frameworks and Ontologies
Another common shortcoming of existing DT studies is the lack
of standard framework and domain ontologies. As discussed in
MDPI's Future Internet, various DT conceptualizations coexist,
yet are not consistent in terms of terminology and data mapping
formats. Fragmentation makes model exchange as well as model
federation difficult, hindering scalability in various manufacturing
settings. Ontology-based middleware and reference architecture
construction, which are adaptable to new standardization efforts
such as ISO 23247, will be necessary to encourage interoperability
as well as simplify DT workflows.

Closed-Loop Validation in Real-World Environments

Up until now, the majority of DT work appearing in highly ranked
journals shows isolated pilots or simulation. Proper closed-loop
validation—where the DT's output directly affects and corrects
running production systems—is the exception rather than the rule.
Papers appearing through MDPI and IEEE indicate a pressing

need for longitudinal studies that follow DT accuracy, drift
correction, and retained performance through several production
cycles. Providing such empirical proof'is the backbone of building
confidence in DTs for safety-critical and high-value manufacturing.

Federated and Scalable DT Ecosystems

Federated DT ecosystems—combining various DTs over
machines, production lines, and enterprises—remain a nascent
area. While papers under MDPI’s Machines and Systems indicate
the potential for federation, very few deployments have shown
technical viability and governing mechanisms for coordination
over domains. Solving federated learning, versioning, and secure
model transactions will be key to the achievement of interconnected
smart manufacturing ecosystems.

Human-Centric DT Design and Usability

Most existing DT designs are focused mainly on the achievement
of good technical performance rather than the achievement of
good ergonomics. There are fewer quantitative studies assessing
the human—machine interaction at the DT interfaces, e.g., operator
feedback loops or AR-overlay-based interfaces. Future work
should incorporate the lessons learned through the discipline
of human factors engineering to design DT systems adaptable
to operator skill, cognitive workload, and trade-off decisions in
real time.

Cyber-Physical Security and Privacy

Cybersecurity continues to be a major issue as deployments of DT
grow larger. Although MDPI and IEEE Access papers tout the use
of blockchain-supporting logging and zero-trust networking, scant
work evaluates resilience to coordinated attack, or edge-cloud
communicative vulnerabilities. Consideration of privacy—most
notably, multi-tenant, or cross-organizational DT deployments—
requires systems that guarantee data provenance, use of access
control, and secure model sharing.

Sustainable and Ethical DT Practices

Even as the number of DTs with a sustainability emphasis grows,
the study of resource usage benefits remains superficial. Minimal
lifecycle impact modeling, integration with the circular economy,
or carbon footprint estimation takes place at the DT architectural
level. In addition, ethical considerations—Ilike work displacement
through automation—are rarely addressed in DT designs. Future
systems must go beyond energy metrics, bringing ethical,
ecological, and social considerations into DT decision-making.

Explainable and Trustworthy Al

The mass use of deep neural networks in DT applications enhanced
the system's performance while decreasing the interpretability.
Models' explainability plays a significant role in industrial
applications, as regulatory compliance and operator trust are
required. Integration of the explainable Al techniques, e.g., the
attention-based models or the rule-extraction approaches, can
allow the construction of accurate and transparent DT systems,
allowing for accountability and traceability of decisions.

Edge-Centric Lightweight DT Models

Manufacturing applications prefer edge-centric DT models, while
the computational limitation of edge devices frequently restricts
the model complexity. Studies about resource-adaptive model
compression, distributed inference, and edge-specific federated
learning are required. Also, the lifecycle management of the edge
models, such as their deployment, update, and synchronization,
is a relatively new area of exploration.
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The future work of DT research must center on:

*  Standard models and ontologies for federation;

*  Closed-loop, end-to-end validation;

*  Human-Centric, Explainable Dt Systems;

»  Strong security and privacy infrastructure;

» sustainability and ethics-aware decision capabilities;

*  Edge-Oriented, Lightweight Al Deployments. Addressing
these Gaps will Be Central to Lifting DTs from Sporadic
Technical Proof-of-Concepts to Systemic, Trustworthy
Enablers of Smart, Resilient, And Responsible Manufacturing.

Conclusion

This overview has explored the transformational possibilities
of Digital Twins (DTs) in intelligent manufacturing, distilling
information from high-impact papers through MDPI, IEEE Access,
and leading Scopus-indexed journal literature. Starting with a
discussion of seminal concepts and architectural foundations,
through enabling technologies, major industrial applications,
limitations today, new trends, and next-generation research
emphases, the overview reveals a comprehensive picture of DT
evolution and influence.

Our review validates that DTs are dramatically impacting
manufacturing areas like predictive maintenance, process control,
quality management, human—machine interfaces, and additive
manufacturing. We illustrate case studies of similar performance
improvements—everything from cutting machine downtime by
more than 30% to increasing production accuracy and energy
efficiency. Integrating DT architectures now include data pipelines
fueled by IoT, edge-to-cloud compute infrastructure, embedded
Al models, interoperable middleware, security protocols, and
immersive visualization platforms, all supporting closed-loop,
real-time responsiveness for the smart manufacturing environment.

But significant challenges persist. Data quality and interoperability
issues persist and thwart scalable deployment. Latency, security,
expense, verification of models, and workforce readiness have
been identified, which indicate the requirements for interconnected
solutions involving not just technological depth, but organizational
preparedness, risk, and economic sustainability as well. Federated
DT ecosystems require shaping work involving standardized
ontologies, digital threads, and cross-domain management,
whereas cognitive and sustainable DT paradigms indicate the
direction towards explainable, human-centric, and environmentally
mindful manufacturing systems.

Most importantly, scale-up from pilot-sized deployments to
wide-enterprise, closed-loop, federated deployments requires
longitudinal studies of validity, strong security paradigms,
lightweight edge-centric models, and integrated operator-human
interfaces. Incorporating sustainability metrics, ethical factors, and
lifecycle modeling into the design of DTs will align them better
with Industry 5.0 missions and circular economy aims.

Looking forward, the intersection of Cognitive Digital Twins,
industrial metaverse integration, digital-thread architectures, and
explainable Al holds the promise of a future of robust, reactive,
and responsible manufacturing. Making such a future a reality
depends upon the cooperation of academia, industry, and standard
bodies to build interoperable frameworks, open digital twins, and
communal platforms, unlocking the full potential of DT to revamp
modern production systems.
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