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ABSTRACT
The payment experience has been completely transformed by the use of cashless payment options including credit card purchases and web transactions, but 
it has also led to more sophisticated financial fraud, posing a significant challenge to payment system security. Accurately detecting fraudulent transactions 
while reducing false positives is a need for credit card fraud detection systems. use of a Convolutional Neural Network (CNN) model to detect fraudulent 
transactions is examined in this study using the Kaggle Credit Card Fraud Detection dataset. The CNN model performed quite well, with an F1 score of 
79.52%, accuracy of 99.93%, precision of 80.8%, and recall of 78.29%. With a balanced trade-off between accuracy and recall, these findings demonstrate 
the model's capacity to detect fraud and manage unbalanced datasets. Further evidence of CNN's higher performance comes from comparison with 
other models, including k-Nearest Neighbours (k-NN) with Random Forest. This study demonstrates how advanced deep learning methods may be 
applied to effectively detect credit card fraud. Future research can explore hybrid models, advanced deep learning techniques, and domain-specific feature 
engineering to enhance model robustness and adapt to evolving fraud patterns.

Keywords: Credit Card Fraud Detection, Fraudsters, Fraud 
Detection, Digital Transactions, Online Payments, Machine 
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Introduction
In the quickly changing digital world of today, the expansion of 
online transactions has brought immense convenience but also 
significant risks, particularly in the realm of financial fraud. Fraud, 
defined as intentional deception for personal gain without the intent 
to repay, has long posed a serious threat across various industries 
[1]. As digital transactions continue to grow, the task of identifying 
and stopping fraud has grown more difficult [2]. In particular, fraud 
involving credit cards—especially in consumer-not-present (CNP) 
transactions, such as online payments—has reached alarming levels, 
affecting both merchants and consumers globally.

Credit card fraud is a serious issue as it undermines customer trust 
and harms organisations' reputations in addition to causing financial 
losses [3]. The fraudulent behaviour in credit card transactions 
often goes unnoticed for long periods, with fraudsters employing 
sophisticated methods to mimic legitimate user behaviour. This 
makes detection more challenging, particularly since fraudulent 

transactions are relatively rare compared to legitimate ones. The 
unbalanced nature of transaction datasets, with far fewer fraud cases, 
presents an additional obstacle, requiring specialised approaches to 
ensure accurate detection and minimise false positives [4]. 

Detecting credit card fraud in real time has become critical to 
reducing financial losses and mitigating risk. Conventional 
techniques, including manual inspection or rule-based systems, 
frequently fall behind the ever-evolving strategies of scammers 
[3]. Automated techniques have been developed to enhance the 
detection process, and ML and AI are two key players in this space. 
AI-powered systems may scan vast amounts of transaction data to 
identify subtle patterns and differences that could indicate fraud [5]. 

Credit card theft detection relies heavily on machine learning, 
A form of AI that creates models using past transaction data to 
forecast the probability of fraud in novel, unidentified transactions. 
These models continuously improve over time, adapting to new 
fraud patterns as fraudsters evolve their methods. The complexity 
of credit card fraud detection may be effectively addressed with 
machine learning (ML) due to its capacity to scan massive datasets, 
uncover hidden patterns, and generate predictions in real time [6]. 
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Motivation and Contributions
The identification of credit card theft is becoming more difficult 
for financial organisations as fraudsters continuously develop new 
techniques to bypass traditional detection systems. As the use of 
cashless payment methods increases, ensuring the security of these 
transactions becomes critical. This work was motivated by the 
desire to improve the use of ML techniques to identify fraudulent 
credit card transactions, which have shown great potential in 
identifying complex patterns in imbalanced datasets. The primary 
contributions of this study include:
•	 Using the Kaggle Credit Card Fraud Detection dataset, which 

offers an extensive and unbalanced dataset for studies on 
fraud detection.

•	 Making use of effective data preparation methods, such 
Principal Component Analysis (PCA), Z-score normalisation, 
and random oversampling, to alleviate the class imbalance 
and maximise computing performance.

•	 Use and create ML and DL models for credit card fraud 
detection, such as CNN, RF, and KNN.

•	 To ensure a comprehensive assessment of model performance 
and its applicability in fraud detection scenarios, evaluation 
metrics such as F1-score, recall, accuracy, and precision are 
used.

Organization of the Paper
The structure of the paper is as follows: The current knowledge 
of credit card detection is discussed in section II. Section III then 
provides this means in turn. Following that, Section IV showcases 
the result and discussion. Section V gives the conclusion and 
recommendation. 

Literature Review
The primary focus of this section is the literature estimation of 
previous ML techniques for detecting credit card fraud.

This study, Sethia, Patel and Raut used the standard implementation 
of GANs, including Margin Adaptive, Relaxed Wasserstein, Least 
Squares, and Wasserstein. Analysis is done on the empirical 
comparison with the data generated are then plotted against the 
actual fraud data, accuracy of the classifier, convergence of every 
model, as well as the number of generations to the optimal model. 
This data is then evaluated and optimised by an ANN model with 
an authorised recall increase of 12.86% for a dataset classified 
with an initial class disparity of 579:1 [7].

In this research, Zamini and Montazer suggested an autoencoder-
based clustering approach for unsupervised fraud detection. 284807 
transactions from European banks were used to evaluate k-means 

clustering and three hidden layers in an autoencoder. According 
to the findings, this approach surpasses previous methods with 
an accuracy of 98.9% and a TPR of 81% [8].

In this study, Mubalaike and Adali aimed to comprehend the 
potential benefits of using DL models to precisely detect fraudulent 
transactions. Over six million transactions are included in the 
dataset, which was extracted from an actual set of data brought 
from an African mobile money service provider for one-month 
operation. To execute this, the most effective machine learning 
algorithms, including the EDT, and deep learning techniques, 
including SAE and RBM classifiers, are used once data is 
preprocessed. The performance of the developed classifier models 
is evaluated using the confusion matrix, ROC scores, accuracy, 
sensitivity, specificity, and precision. The corresponding ideal 
accuracy results are 90.49%, 80.52%, and 91.53% [9].

This research, Awoyemi, Adetunmbi and Oluwadare investigated 
the impact of NB, LR, an KNN algorithm on highly imbalanced 
credit card fraud data. The sample data includes 284,807 credit 
card transactions from cardholders across Europe. On the over-
sampled skewed data, a combined under-sampling and over-
sampling method is employed. All these three techniques are 
employed on both raw and processed data. The work is realised 
in the Python language. The approaches' performance is evaluated 
using the following metrics: They are the balanced classification 
rate, Matthew’s correlation coefficient, Accuracy, sensitivity, 
specificity and precision. It is shown that the performance of the 
categories of classifiers used notably range in accuracy in the 
following order: the LR, KNN and NB classifiers with accuracies 
of 54.86%, 97.69%, and 97.92%, respectively [10]. 

This study, Van Vlasselaer et al. Provided APATE, an advanced 
method in order to identify credit card frauds occurred in Internet 
merchants. Our method use the network of merchants and credit 
card holders to calculate time dependent suspiciousness score 
of each network object It incorporates inherent characteristics 
of the incoming transactions and customer spending profile and 
network characteristics. It actually uses the RFM, which stands 
for approach to Internet advertisement. These results show that 
both the intrinsic and the network-based characteristics of the 
same theory are two different and dependent concepts. Thus, while 
the two mentioned feature categories are combined, the high-
performing mark recognised by AUC-score is above 0.98 [11].

Table 1 summarises previous studies evaluating ML methods for 
predicting credit card fraud, emphasising the differences between 
the effectiveness of deep learning and ML methods.

Table 1: Summary of the Related Work on Credit Card Fraud Detection using Machine Learning Techniques
References Dataset Methodology Performance Limitations & Future 

Work
Sethia, Patel, and Raut Fraud data with class 

imbalance (579:1)
There are several GAN 
implementations, 
including Margin 
Adaptive, Relaxed 
Wasserstein, Least 
Squares, and Vanilla. 
Testing and data 
augmentation with an 
artificial neural network 
(ANN).

Recall for ANN with 
enriched data increased by 
12.86%.

Focus on optimising GAN 
convergence, determining 
the optimal number 
of generations, and 
improving recall further.
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Zamini and Montazer 284,807 transactions from 
European banks

Unsupervised 
autoencoder-based 
clustering Using k-means 
clustering and three 
hidden layers.

98.9% accuracy and 81% 
TPR.

Applicability to 
other datasets and 
scenarios with different 
characteristics.

Mubalaike and Adali Financial logs from 
mobile money service (6+ 
million transactions).

Deep learning models 
include Ensemble 
Decision Trees (EDT), 
Restricted Boltzmann 
Machines (RBM), and 
Stacked Auto-Encoders 
(SAE).

Accuracy: 90.49% (SAE), 
80.52% (RBM), 91.53% 
(EDT).

Addressing dataset 
variability and extending 
models for real-time fraud 
detection

Awoyemi, Adetunmbi, 
and Oluwadare 

284,807 transactions 
(European cardholders)

LR, NB, and KNN. 
Hybrid sampling 
(under-sampling and 
oversampling) for class 
imbalance correction.

Accuracy: 97.92% 
(Naïve Bayes), 97.69% 
(KNN), 54.86% (Logistic 
Regression).

Exploring other 
algorithms to improve 
Logistic Regression 
results; broader 
application to dynamic 
fraud patterns.

Van Vlasselaer et al. Online retailers' credit 
card transactions

The APATE method 
for time-dependent 
suspiciousness score 
calculation combines 
network-based and RFM-
based characteristics 
(Recency–Frequency–
Monetary).

AUC-score > 0.98. Expanding feature space 
and improving real-time 
detection in diverse 
transaction scenarios.

Methodology
The use of credit card details for purchase in an unlawful way is 
known as credit card fraud. They consist of direct credit card sales 
and online credit card sales. The main process of the credit card 
fraud detection approach is as follows and begins with the data 
acquisition from a suitable fraud detection dataset. This is then 
followed by data preprocessing, where missing values are first 
handled, and something known as Z-score normalisation is done 
to bring the values of the variables around the global mean of zero. 
Random oversampling is also used to deal with class imbalance 
to go further. There is then the use of PCA, a dimensionality 
reduction technique from which the most important characteristics 
can be retrieved. The data that is generated after analysis is then 
split into 80% training data and only 20% testing data. A CNN is 
utilised for the identification of frauds. These are precision, recall 
F1 score, and accuracy, and the results are presented show. Figure 
1 shows the whole research design strategy.

Figure 1: Flowchart for Credit Card Fraud Detection

Figure 1's flowchart's subsequent phases are explained in detail 
below:

Data Collection
For credit card fraud detection, the extracted Kaggle dataset of 
credit card fraud data is used. The dataset consists of 284807 
credit card transaction records generated by the EU cardholders 
in two days in September 2013. The following statistical chart is 
displayed in Figure 2.

Figure 2: Statistical Chart for Positive and Negative Samples

The data sample's schematic design is displayed in Figure 2. Every 
transaction furthermore includes a collection of "Class" tags: 1 for 
fraudulent data and 0 for valid transaction data. The total number 
of fraudulent transactions among them is just 492, making about 
0.172% of the dataset. The numbers of positive and negative 
samples in this dataset differ significantly, as seen in Figure 2.

Figure 3: Correlation Matrix for Attributes
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The dataset's correlation matrix is displayed in Figure 3. This matrix 
illustrates how attribute class is unaffected by the transaction's size 
and timing. The matrix even makes it evident that the PCA-applied 
qualities determine the transaction's class.

Data Preprocessing
The first process which is the data acquisition phase as in data 
preparation phase involves the processing of credit card fraud 
detection dataset for analysis. Below is the list of the pre-
processing processes:

Z-score Normalization
Data normalisation is an indispensable part of training a model. 
The dataset is converted to a Gaussian distribution using Z-score 
normalisation [12]. As a result, the likelihood of an event taking 
place inside the bounds of a Gaussian distribution may be 
understood. This is how this phrase is utilised (Equation (1)).

                                                                      
                                                             (1)

The output, feature value, mean, and standard deviation of the 
variable values are denoted by Z, X, 𝛍, and 𝛔, respectively.

Random Oversampling
A sampling approach called oversampling, often referred to as 
upsampling, replicates the minority class samples in order to 
balance the dataset. The Smote method works effectively when 
the dataset is small. The creation of synthetic data points will take 
longer and perform less effectively when dealing with sufficiently 
large datasets [13]. The Smote approach was used to construct the 
new synthetic data point, A, which has the following definition:

                                                                        (2)

where c (0 ≤ c ≤ 1) is a constant, X_R is the data point chosen at 
random from among X is K closest neighbours, and X is a data 
point in the dataset.

Feature Selection with Principal Component Analysis 
A data preparation method called feature selection keeps the 
most important characteristics while reducing the dimensionality 
of the dataset, improving model performance, and minimising 
computation time. To enhance efficiency and ensure data security, 
The principle component analysis (PCA) approach is used to choose 
features [14]. PCA generates a principal component formula (FF) 
where the coefficients of each index serve as initial weights. The 
dataset is analysed alongside its principal components, deriving 
an expression based on FF. These coefficients are then utilised 
as initial weights for the iterative classifier, streamlining the 
modelling process.

Data Splitting
The technique of breaking data into two or more groups is known 
as data splitting. This study uses an 80:20 ratio to divide the 
information into groups for testing and training. 

Fraud Detection with CNN (Convolutional Neural Networks)
CNNs are thought to be the fundamental architecture of deep 
learning. The architecture of a CNN consists of one or more 
successive convolution layers and a pooling layer. These layers 
are supplemented with a categorisation layer and a fully connected 
layer, respectively. In this study, the CNN model proposed by 

Kim was used [15]. The architecture of this model is a slight 
adaptation of Collobert's CNN design [16]. These attributes are 
used to establish the input data categories.

Each of the n inputs in the input layer has a dense vector with 
k values [17]. Therefore, the input x is signified by a 𝑑 𝑥 𝑘 
dimensional feature map. Let x i∈ Rk can be a k-dimensional 
word vector which related to the i-th word of the input sentence. 
Thus length of a sentence is represented by n and a sentence by 
the symbol (3):

                                                                                 (3)

where the operator for concatenation is ⊕. A convolution operation 
creates a new feature by applying a w ∈ Rhk filter on an h-word 
window. A new property 𝑐𝑐𝑖𝑖 feature, for example, is made utilising 
a window of xi:i+h-1words.

                                                                                             
                                                                                   

(4)

In Eq. (4), b∈R is A constant and an odd function like tanh can be 
added as a form of incorporation of bias, are represented by 𝑓𝑓. 
This convolution filter is applied to all potential word windows 
in the phrasex1:h, x2:h+1,….., xn-h+1:n. for making a feature map, Eq. 
(4) is used.

                                                                                       (5)

In Eq. (5), Here c∈Rn-h+1 A max-overtime pooling procedure is 
then performed on the feature map to get the maximum response 
of each filter [18]. Capturing the most noticeable characteristics 
in feature maps is the aim of this procedure. Using many Using 
different window sizes and filters, the model looks for different 
characteristics [19]. The outputs of the layer with these qualities 
are sent to the final layer, which is a fully connected layer [20]. 
It should be noted that the probability distribution of the labels is 
done through fully linked softmax layer.

Model Evaluation
The performance is evaluated metric of recall, accuracy, precision, 
and f1 score. Because they are helpful in evaluating circumstances 
involving imbalanced binary categorisation, certain assessment 
metrics are requested.  For the performance of the model, if they 
have to compare it with the actual values, confusion matrix is used 
based on TP, TN, FP, and FN. These numbers provide information 
on the efficacy of categorisation by assisting in the calculation of 
metrics like recall, precision, and accuracy.

Accuracy: The forecasted accuracy of the proposed model on the 
database is validated by accuracy. The model's total classification 
accuracy may be inferred from the accuracy rate. It can be written 
as (6):

                                                                                      (6)

Precision: Precision, which may be written as (7), quantifies the 
percentage of samples that the classification model accurately 
recognised as positive—that is, cases that are identified as diabetic 
among patients with diabetes:

                                                                                        (7)
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Recall: In a classification model, it calculates the proportion 
of properly predicted positive examples to genuine positive 
examples—that is, cases that are accurately classified as diabetes 
patients. It may be written like this (8):

                                                                       (8)

F1 Score: The F1-Score, which may be written as (9), is a more 
thorough performance assessment in the event of class imbalance:

                                                                                         (9)

The classification outcomes of the variants employed in this article 
are evaluated using these performance metrics.

Result Analysis and Discussion
This section pertains to the examination and clarification of the 
results, as well as the subsequent discussion. Use ML models like 
RFand KNN, to detect credit card fraud. Use the Kaggle dataset 
to compare these models (see Table III) to the CNN model. The 
CNN model performance, as summarised in Table 2, indicates 
impressive performance across key classification metrics. 

Table 2: Results of the CNN model for Credit Card Fraud 
Detection
Evaluation Parameters Convolutional Neural network 

(CNN)
Accuracy 99.93
Precision 80.8
Recall 78.29
F1-Score 79.52

Figure 4: CNN Model Performance

Table 2 and Figure 4 summarise the performance of a CNN model 
across various classification metrics, showcasing outstanding 
results. With an impressive accuracy of 99.93%, the model 
demonstrates an exceptional ability to correctly classify outcomes 
in nearly all instances. Its precision of 80.8% indicates effectiveness 
in minimising false positives, while the recall of 78.29% reflects 
its ability to identify most relevant instances. To demonstrate 
the model’s reliability, its F1-Score is 79.52% and represents 
the golden mean between the precision and recalling of results.

Figure 5: Accuracy Curve of Training and Validation Data

The performance of the model for both training and validation data 
and current epoch up to 20 epochs is depicted below in Figure 5. 
Initially, training accuracy increases rapidly and converges near 
100%, indicating the model learns the training data's patterns 
efficiently. Additionally, validation accuracy stays close to 
100%, demonstrating how effectively the model generalises to 
new data. The overlap between training and validation accuracy 
curves suggests minimal overfitting, demonstrating robust model 
performance.

Figure 6: Loss Curve of Training and Validation Data

The model's training and validation losses are displayed in Figure 
6. data over 20 epochs. Initially, the training loss decreases sharply, 
indicating rapid learning In order to reduce error, the model 
modifies its weights. The validation loss also declines quickly 
and stabilises at a very low value, demonstrating the model's ability 
to generalise effectively. Both curves remain close throughout the 
epochs, reflecting minimal overfitting and a well-optimized model. 
The consistent low loss suggests strong predictive performance.

Comparative Analysis Results on Kaggle Credit Card Fraud 
Detection Dataset
Models Accuracy Precision Recall F1 score
RF [21] 96.96 90.27 67.89 78.11
KNN[10] 97.15 99.9 82.85 90.66
CNN 99.93 80.8 78.29 79.52

The comparative analysis of the models reveals varying strengths 
and weaknesses in their performance metrics. The CNN model 
demonstrated its better ability to accurately identify instances 
overall, achieving the greatest accuracy of 99.93%. However, its 
precision 80.8%, recall 78.29%, and F1 score 79.52% were lower 
compared to other models, indicating room for improvement in 
handling imbalanced data. KNN exhibited excellent precision 
(99.9%) and balanced performance with an F1 score of 90.66, 
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despite a slightly lower accuracy, 97.15%, than CNN. RF 
demonstrated robust accuracy 96.96% but lagged significantly in 
recall at 67.89%, resulting in the lowest F1 score of 78.11. Overall, 
CNN excels in accuracy, while KNN offers a more balanced 
performance in terms of all metrics.

Conclusion and Future Scope
Given that scammers are always developing new strategies to evade 
detection systems, credit card fraud is becoming a bigger danger to 
financial institutions. One of the main goals of an efficient fraud 
detection system is to accurately forecast fraudulent situations 
and minimise false positives. Using a CNN model and machine 
learning techniques, this study offers a thorough framework for 
detecting credit card fraud. This study shows how well a CNN 
model works to detect credit card fraud, achieving an impressive 
accuracy of 99.93%, thereby outperforming traditional machine 
learning models like KNN and RF in classification accuracy. 
However, the CNN model exhibits lower precision, recall, and F1 
scores compared to KNN, highlighting limitations in handling class 
imbalance and reducing both false negatives and false positives. 
In order to improve accuracy and recall, future research might 
concentrate on investigating cutting-edge methods like hybrid 
models or attention processes. Additionally, incorporating real-
time fraud detection systems and testing the model on larger, 
more diverse datasets could further validate its applicability and 
scalability in dynamic environments [21-38].
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