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ABSTRACT

The progress of Industry 4.0 has allowed building intelligent factories with the application of artificial intelligence (AI), big data, and the industrial internet
of things (IToT) to boost system intelligence, automation, and efficiency. The IIoT devices produce very large amounts of heterogeneous and high-velocity
data, and scalable big data architectures and sophisticated analytics are necessary to find actionable insights. Machine learning (ML) models, including
Random Forest, Support Vector Machines, and Long Short-Term Memory networks, are crucial for process optimization, problem detection, quality
control, and predictive maintenance. Nevertheless, the combination of big data and IToT brings a number of problems such as data heterogeneity, real-
time processing limitations, model interpretability, security and privacy issues. This article highlights the uses and difficulties of big data-driven IIoT
applications, reviews the lifecycle of big data in IIoT contexts, and discusses some of the most commonly used ML-based predictive analytics. The results
highlight the potential of introducing change to IIoT in relation to ML, but also the necessity of implementing sophisticated data management, explainable
Al and secure architectures to achieve the potential of smart industrial environments.
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Introduction

The "smart factory" of Industry 4.0 more intelligent and aware,
capable of handling complicated tasks on its own. The smart
factory optimizes manufacturing processes' performance, quality,
controllability, and transparency by using cutting-edge technology
such as the industrial internet of things (IloT), big data, and
artificial intelligence (AI) [1]. These days, it is the centre of
Industry 4.0 and is of great interest to governments, businesses,
and researchers.

IoT is the networking of computers and physical things that
allows them to exchange and gather data. Typically, cloud
platforms are used to aggregate and store the acquired data.
These gadgets may be remotely sensed and monitored thanks
to IoT. Automation is becoming possible in a number of sectors
because to internetworking and connection. The core concept
of the Industrial Internet of Things (IIoT) is the application of

Internet of Things (IoT) technologies in industrial control systems
(ICSs). ICSs are a crucial part of critical infrastructures and have
long been used to monitor industrial machinery and activities [2].
They monitor every event that occurs in the industrial systems,
gather and analyze data in real time, and monitor and communicate
with devices in real time [3]. Increased network intelligence and
security are achieved by integrating IoT technology into existing
systems to enhance the automation and optimization of industrial
processes.

Big Data demands sophisticated computer systems due to its
size, complexity, and diversity. Al has made it possible for it to
be done efficiently. The computers used to be programmed to do
a certain task. Al has now rendered it intelligent by enabling it to
precisely comprehend external data, take lessons from it, and use
those lessons to do certain tasks with adaptation and flexibility
[4]. Through a variety of uses, including automation, predictive
quality analytics, and Artificial Intelligence (Al), the industrial
production process can be revolutionized through perceptual
engineering system identification. Recently, several Internet of
Things applications have made active use of Deep Learning
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(DL), one of the various machine learning (ML) approaches [5].
The fact that conventional ML techniques do not meet the new
analytical requirements of loT systems is the reason behind this
intense attention for DL. The [oT data collecting and management
hierarchy, loT systems instead require distinct contemporary data
analysis techniques and Al technologies.

Structure of Paper

The paper is organized as follows: Section II provides a big data
architecture and frameworks in industrial IoT, Section III outlines
ML techniques for predictive analysis in IoT, Section I'V details
challenges in big data—driven I1oT predictive analytics, and Section
V presents a literature study. Finally, Section VI concludes the
findings and recommends directions for future research.

Big Data Architecture and Frameworks in Industrial IoT
An IoT-based big data analytics platform with the right algorithms
and communication channels may be built to track and describe
energy behaviours in different types of buildings [6]. This section
outlines the key architectural components and big data frameworks
that enable high-performance IIoT analytics.

IoT Big Data

The Internet of Things (IoT) is widely recognized as one of the
primary sources of big data since it relies on the Internet to link
a vast number of smart devices that often transmit the condition
of their surroundings. Finding and extracting significant patterns
from massive amounts of raw input data is the primary goal of
big data analytics, which produces better insights for forecasting
trends and making decisions [7]. The general characteristics of
large data have been discussed in a number of publications from
many angles, including volume, velocity, and diversity. However,
use the "6V's" qualities depicted in Figure 1 and the overall concept
of big data to describe IoT big data:

A Variability

Figure 1: 6v’s of Big Data

*  Volume: The amount of data determines whether a dataset is
classified as big data or conventional massive/very huge data.
This characteristic is seen in the vastly increased amount of
data collected by IoT devices.

*  Velocity: The generation and processing rates of IoT big
data are sufficiently enough to enable real-time big data
availability. This explains why, given the tremendous rate
of data generation, analytics need sophisticated tools and
technology to function well.

*  Variety: In general, there are many different kinds and sizes
of big data. Data that is unstructured, semi-structured, or

structured may be incorporated [8]. Among IoT may be a
variety of data forms, such as text, audio, video, sensory
data, and more.

e Veracity: The quality, consistency, and reliability of the data
are referred to as veracity; these attributes ultimately result
in precise analytics. IoT applications require extra care to
maintain this quality, particularly those involving crowd-
sensing data.

*  Variability: The various data flow rates are referred to by this
characteristic. Different data producing components may have
irregular data flows, depending on the type of [oT application.
Furthermore, depending on certain periods, a data source may
have varying data load rates.

*  Value: Value is the conversion of large data into insightful
knowledge that gives businesses a competitive edge. The way
that data is handled and the underlying processes or services
both have a big influence on a data value.

Big Data Lifecycle in Industrial IoT

The Big Data lifecycle in Industrial Internet of Things (IloT)
surroundings characterizes the overall lifecycle of how data is
created, exchanged, stored, processed, and ready to be utilized
in analytics [9]. With industrial systems highly distributed over
an array of sensors, actuators, programmable controllers and
edge devices, data management needs to follow a structured and
optimized lifecycle, in order to achieve accuracy, scalability and
real-time responsiveness. This lifecycle goes through major phases
as outlined below.

Data Sensing and Acquisition

The data collecting step of the [1oT Big Data life cycle is the first
and most crucial stage [10]. Smart meters, heterogeneous sensors,
RFID tags, PLCs, and cyber-physical systems continuously observe
machine operations, environmental factors, vibration, temperature,
pressure, flow of production in the industrial environment [11].
These sensors produce high velocity data streams that are an
indication of the real-time health and performance of industrial
assets. The current sensing systems assert adaptive sampling,
multimodal data gathering and a self-calibration to guarantee
reliability of the data.

Data Storage (HDFS, NoSQL, Time-Series Databases)
Considering the large amount and speed of IloT data, storage
should support both the structured and unstructured data. There
are three broad categories of repositories that are usually used to
store industrial data:

*  Hadoop Distributed File System (HDFS): Applied to batch
storage and distributed processing of historical data on a large
scale [12]. HDEFS is fault-tolerant and horizontally scalable,
which is why it is the best solution to use in storing long-term
logs and machine operational data.

*  NoSQL Databases (MongoDB, Cassandra, HBase): Written
to be flexible with the schema and high write throughput.
NoSQL databases store semi-structured or unstructured sensor
data and allow distributed queries, which is capable of near-
real-time analytics.

*  Time-Series Databases (Timescale DB, OpenBSD, Influx
DB): Tuned to sequential time-indexed information produced
by industrial sensors [13]. TSDBs are efficient in compression,
read/write and real-time monitoring.

The three are frequently merged in a layered storage architecture
to satisfy different needs of speed and scalability as well as depth
of analysis.
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Challenges of IoT

10T can transform how the Internet functions, but it also presents

issues that must be resolved. A few major obstacles are as follows:

e Naming and Identity Management: It is necessary to
identify the vast number of linked devices in a distinctive
and dynamic manner.

* Interoperability and Standardization: It is essential that
devices be standardized in order for them to be interoperable.

* Information Privacy: The privacy of the data must be taken
into account because it may be crucial.

*  Objects Safety and Security: Distributed devices may
sustain physical harm, which raises concerns about their
security and safety.

* Data Confidentiality and Encryption: To prevent abuse,
data must be encrypted before being transferred.

Machine Learning Techniques for Predictive Analysis In liot
A subfield of computer science known as without explicit
programming, robots may learn thanks to machine learning
(ML), a kind of artificial intelligence [14]. ML emerged from
computational learning theory and pattern recognition. Here, some
fundamental ideas in ML are covered, along with commonly used
ML algorithms for intelligent data analysis.

Random Forest (RF)

Several decision trees are created by the popular ensemble
learning model Random Forest and pools the predictions of the
trees together to give greater accuracy and strength. Random
Forest provides consistent and consistent results in Industrial
IoT environments where sensor information is notorious due to
noise, high-dimensional, and values that are likely to be missing.
Random Forest is widely used in predictive maintenance, fault
classification, and equipment health monitoring tasks because of
its good generalization ability.

Support Vector Machine (SVM)

The popular method of supervised learning for classification,
Support Vector Machines (SVM) perform well, particularly when
working with limited or imbalanced data [15]. SVM is helpful in
uncovering hidden patterns in machine behavior by determining
the best hyperplane to maximize the distance between various
categories.

Long Short-Term Memory (LSTM)

LSTM-based networks to mimic a sequence and patterns over
time, recurrent neural networks (RNNs) of the LSTM network type
are employed. The LSTM is better than the standard RNN because
it uses memory cells to store long-term information, thus, it is the
best option where running sensor data in [IoT devices is required.

Predictive Analysis Applications in IloT

Predictive analysis is a transformational aspect of Industrial
IoT (IIoT) that makes use of ML, real-time sensing, and data
driven intelligence to optimize the operations of the industry
[16]. Industries predict equipment failure, increase productivity,
minimize downtime, and make the system more efficient through
constant monitoring and advanced analytics. The subsections that
follow outline the most vital areas of application of predictive
analytics in [loT-based environments.

Predictive Maintenance

Predictive maintenance is also among the commonest uses of [loT
analytics. By routinely monitoring sensor data, such as vibration,
machine learning (ML) models can forecast the equipment's
remaining usable life (RUL) and identify early degradation,

temperature, pressure, and acoustics to determine the necessary
actions to prevent harm to equipment. This allows industries to
perform maintenance only when needed thereby minimizing the
unplanned downtimes, costs of repair, and increasing the life of
equipment.

Fault Detection and Diagnosis

Finding anomalous patterns in industrial systems and determining
their underlying causes is known as fault detection and diagnosis,
or FDD. The IoT sensors provide high-frequency data to the ML
models, which identify variations of normal operation conditions.
After detecting a fault, diagnostic algorithms categorize the nature
and magnitude of the issue and assist the technicians in taking
specific corrective measures.

Quality Management and Process Improvement

Predictive analytics are used in quality control and process
optimization to achieve consistency of products and enhance
efficiency in manufacturing processes. ML algorithms compare
parameters of production, including temperature, pressure, material
flow, and machine parameters, with the goal of recognizing those
combinations that result in any defect or less-optimal production.

Challenges in Big Data—Driven IIoT Predictive Analytics
The significant advancements in Industrial [oT (IIoT) and the
growing integration of ML and big data technologies, several
challenges are discussing below:

* Data-Related Challenges: Heterogeneity and quality of
data produced by various sensors, machines, and one of
IIoT analytics' biggest difficulties is cyber-physical systems.
The data used in IIoT is usually noisy, contains gaps, lacks
consistency, and has different sampling rates. Moreover, the
unlabeled datasets make limited usage of supervised ML
models [17]. It is also hard to train correct classifiers to detect
anomalies and diagnose fault because data imbalance (normal
operational data is significantly greater than fault data) also
complicates things.

e Systems and Computational Problems: The [IoT systems
create vast and high-speed streams of data which demand a
lot of computing power to handle real-time. Edge devices
typically have small processing units, memory, and energy
reserves, so it is difficult to execute complex ML models
on the device [18]. To process all the data in the cloud
platforms creates latency, bandwidth limitations, and network
congestion. Moreover, in a dynamic industrial environment
where reliability is a crucial aspect, the scalability and fault
tolerance of a distributed big data infrastructure are hard to
accomplish.

¢ Security and Privacy Problems: The more industrial systems
are interconnected, the more they become susceptible to
cyber-attacks. The secure transmission of the data, inhibiting
unauthorized access, and tracing the malicious activities are
also significant issues. The sensitive industrial information,
including the information on operational measures, production
plans, and machine states, should be secured throughout
storage and communications.

*  Model-Related Challenges: A large dimensional sensor data
can lead to overfitting, which decreases the generalization
strength of the model. Several ML and DL systems are deemed
black boxes and thus engineers find it hard to explain the
predictions; thus, there is a need to use Explainable Al (XAI)
to achieve decision-making in the industrial environment.
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Literature Review

This literature review presents an in-depth analysis of recent
studies on Predictive Analysis in Industrial IoT. Table I offers a
consolidated overview of these works, highlighting the methods,
findings, challenges, and suggested directions for future research.

Al-Hawawreh and Sitnikova (2019) To precisely identify
malicious activity, the latent representation of a high dimension
of the acquired data may be extracted using DL techniques. In
particular, a hybrid feature engineering approach that combines
variational and classical auto-encoders forms the basis of the
proposed model. This hybrid approach provides a clear image of
the system operations that have been gathered while also reducing
the dimension of the data. After that, the new feature is fed into a
classifier that uses batch normalization techniques and deep neural
networks. vector. The experimental results included in the paper's
conclusion demonstrate that the model works better at detecting
ransomware than other currently used techniques [19].

Sun, Liuand Yue (2019) provide a cloud computing and cooperative
edge-based intelligent computing architecture for the IloT. The
computer architecture suggests an Al-enhanced offloading
framework to optimize service accuracy. When allocating the
traffic intelligently to edge servers or via a suitable means to
remote cloud, it takes service accuracy into account in addition to
latency. To demonstrate how the suggested framework enhances
performance, a case study on transfer learning is conducted [20].

Qiu et al. (2019) suggests a ML-based spammer identification
method for industrial mobile networks based on the Gaussian
mixture model (SIGMM). It offers sophisticated spammer
identification without depending on shaky and unstable
connections. Throughout the model's construction, SIGMM
incorporates data presentation, classifying each user node into a
single class. Compare the SIGMM to the hybrid fuzzy c-means
(FCM) clustering method and reality mining approach employing
a dataset from a cloud server's mobile network. SIGMM performs
better than a number of earlier systems in terms of time complexity,
accuracy, and recall, according to simulation data [21].

Kavana and Neethi (2018) identify some of the most prevalent
electrical issues, such as single phasing, overload, ground fault,
and uneven voltage, undervoltage, and overvoltage, using a quick
forward artificial neural network model. A different model-free
monitoring method records only the input that the motor receives,
using the motor as a sensor. In both normal and pathological
conditions, a classifier sets limitations on voltage and current
levels. The neural network is trained and tested using real-time
data from an induction engine of 0.33 horsepower [22].

Wu and Tan (2018) A large data platform with distributed power
that combines computing, mining, and storage, and analytical
characteristics was developed in response to the power industry's
requirement to handle and analyze vast volumes of heterogeneous
data. The experimental findings demonstrate that the distributed
computing system may significantly increase data processing
efficiency. At the same time, can increase capacity to anticipate
load by utilizing data mining technologies to evaluate home power
data and determine the electric load's distribution and evolving
regulations [23].

Kanawaday and Sane (2017) investigates the use of Autoregressive
Integrated Moving Average (ARIMA) forecasting on time series
data collected from a Slitting Machine's many sensors in order
to improve production overall by anticipating possible defects
and quality problems. With applications in quality monitoring
and control, lowering maintenance costs, and overall enhancing
the industrial process, ML therefore seems to be an essential
component of [ioT [24].

Jiang and Kuo (2017) Prognostics and health management (PHM)
in smart factories rely on figuring out how long a machine or
component will last (RUL). This study improves the convolutional
neural network (CNN) DL for RUL estimation in smart industrial
applications. The enhanced CNN DL is used to estimate the
RUL of aero-propulsion engines utilizing the NASA C-MAPSS
(Commercial Modular Aero-Propulsion System Simulation)
data set. It has been demonstrated to perform better than similar
techniques [25].

Table 1: Summary of literature Overview on Predictive Analysis in Industrial IOT

Classical Autoencoder +
Variational Autoencoder
(VAE); Deep Neural
Network classifier with
Batch Normalization

meaningful latent features
and improves ransomware
detection accuracy;
Outperforms existing
models

for robust generalization
across diverse
ransomware families

Author(s) Method Findings Challenges Identified Future Strategy
Al-Hawawreh & Hybrid feature Hybrid autoencoder Handling extremely high- | Extend hybrid AE
Sitnikova (2019) engineering using approach extracts dimensional data; Need architecture to other

malware types; Explore
real-time detection and
online learning

Sun, Liu & Yue (2019)

Transfer Learning case
study; Al-enhanced
offloading with service-
accuracy optimization;
Cooperative Edge—Cloud
Intelligent Computing

Introduces service
accuracy as a new metric;
Al-based offloading
improves performance and
reduces latency; Transfer
learning shows improved

Balancing accuracy and
latency in heterogeneous
IIoT; Limited
computational resources at
the edge

Optimize multi-objective
offloading; Integrate
reinforcement learning;
Expand to large-scale IloT
deployments

Architecture service accuracy

Qiu et al. (2019) SIGMM (Spammer SIGMM outperforms Difficulty modeling user Integrate deep learning
Identification using Reality Mining and behavior variability; for dynamic spammer
Gaussian Mixture Hybrid FCM in recall, Scalability in large mobile | behavior; Expand to IoT
Models); ML-based precision, and time networks communication networks
classification complexity
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Kavana & Neethi (2018) | Artificial Neural Network | ANN effectively detects Limited dataset Extend system to multiple
(ANN) feed-forward for overvoltage, under- from single motor; motor types; Use deep
defect detection voltage, overload, ground | Generalization to learning for more complex

fault, and unbalanced industrial-scale motors fault patterns
voltage; Motor acts as a uncertain
self-sensing device

Wu & Tan (2018) Distributed Big Data Distributed computing Handling highly Integrate advanced ML
Platform + Apriori Data significantly improves heterogeneous data like LSTM/GRU for
Mining Algorithm processing efficiency; formats; Real-time dynamic load forecasting;

Apriori algorithm helps processing limitations Improve scalability of big
discover load distribution data architecture

rules and enhances load

forecasting

Kanawaday & Sane ARIMA Time-Series ARIMA effectively ARIMA struggles with Combine ARIMA with

(2017) Forecasting for sensor predicts failures and nonlinear patterns; ML/DL (hybrid models);
data; Predictive quality issues; Helps Requires stationarity; Move toward real-time
maintenance improve manufacturing Limited predictive power | predictive maintenance

quality and reduce for complex I1oT data using LSTM
maintenance costs

Jiang & Kuo (2017) Convolutional Neural CNN-based model Difficulty capturing long- | Apply CNN-LSTM
Network (CNN) achieves superior RUL term dependencies; High | hybrid models; Use
Improvement for prediction accuracy computational cost transfer learning and
Predicting Remaining compared to existing domain adaptation for
Useful Life (RUL) PHM models industrial PHM

Conclusion and Future Work

Intelligent decision-making, real-time sensing, and self-directed
operations in smart factories are enabled by Al, big data, and the
[IoT, which are radically altering the contemporary industrial
landscape. The IToT systems produce high-velocity, heterogeneous
and massive data, which interacting with scalable big data
frameworks and ML methodologies like Random Forest, SVM
and LSTM can be exploited to support the further predictive
maintenance, fault diagnosis, and quality optimization. In spite of
such developments, IIoT analytics continues to experience major
issues such as inconsistency of data, edge-bound computational
resources, cybersecurity concerns and insufficient explain ability
of the intricate ML models. These barriers have to be addressed to
attain complete reliability, transparency, and efficiency of Industry
4.0 ecosystems [26-47].

Future studies ought to be aimed at creating stronger and more
scalable IIoT analytics systems that can utilize edge-cloud
partnerships that minimize latency and facilitate real-time
insight into the system. Advanced data fusion and automated
pre-processing methods are needed to process heterogeneous
industrial data and explainable Al methods are required to make
ML choices more transparent and trusted. Lightweight encryption,
federated learning, and blockchain-based mechanisms can help
to improve privacy and security and protect sensitive industrial
information. Also, models of continuous learning that are not only
resistant to concept drift but can adapt to it and models that can
generate synthetic data based on digital twins or generative models,
have the potential to increase the effectiveness of forecasting
and problem identification in dynamic industrial environments.
These developments will enhance the credibility and maturity
of predictive analytics based on big data in future smart factory.

References

1. Nguyen H, Tran KP, Zeng X, Koehl L, Castagliola P, et al.
(2019) Industrial Internet of Things, Big Data, and Artificial
Intelligence in the Smart Factory: a survey and perspective.
ISSAT international conference on data science in business,
finance and industry 1:6.

2. Zolanvari M, Teixeira MA, Gupta L, Khan KM, Jain R (2019)

10.

I1.

12.

13.

14.

Machine Learning-Based Network Vulnerability Analysis of
Industrial Internet of Things. IEEE Internet Things J 1-13.
Kushwaha A, Pathak P, Gupta S (2016) Review of Optimize
Load Balancing Algorithms in Cloud. Int. J. Distrib. Cloud
Comput 4: 1.

Bomatpalli T, Vemulkar GJ (2016) Blending IoT and Big
Data Analytics. Int. J. Eng. Sci. Res. Technol 5: 192-196.
Mohammadi M, Al-Fuqaha A, Sorour S, Guizani M (2018)
Deep Learning for IoT Big Data and Streaming Analytics:
A Survey. IEEE Commun. Surv. Tutorials 20: 2923-2960.
Luo XJ, Oyedele LO, Ajayi AO, Monyei CG, Akinade OO,
et al. (2019) Development of an loT-based big data platform
for day-ahead prediction of building heating and cooling
demands. Adv. Eng. Informatics 41: 100926.

Saqlain M, Piao M, Shim Y, Lee JY (2019) Framework
of an lIoT-based Industrial Data Management for Smart
Manufacturing. J. Sens. Actuator Networks 8: 25.
Syafrudin M, Alfian G, Fitriyani NL, Rhee J (2018)
Performance Analysis of IoT-Based Sensor, Big Data
Processing, and Machine Learning Model for Real-Time
Monitoring System in Automotive Manufacturing. Sensors
18: 2946.

Nerella VMLG (2018) Automated cross-platform database
migration and high availability implementation. Turkish J.
Comput. Math. Educ 9: 823-835.

Boyes H, Hallag B, Cunningham J, Watson T (2018) The
industrial internet of things (IIoT): An analysis framework.
Comput. Ind 101: 1-12.

Garg S (2019) Predictive Analytics and Auto Remediation
using Artificial Inteligence and Machine learning in Cloud
Computing Operations. Int. J. Innov. Res. Eng. Multidiscip.
Phys. Sci 7: 1-5.

Anawar MR, Wang S, Azam Zia M, Jadoon AK, Akram U,
et al. (2018) Fog Computing: An Overview of Big IoT Data
Analytics. Wirel. Commun. Mob. Comput 2018: 1-22.
Abugqabita F, Al-Omoush R, Alwidian J (2019) A Comparative
Study on Big Data Analytics Frameworks, Data Resources
and Challenges. Mod. Appl. Sci 13: 1.

Mahdavinejad MS, Rezvan M, Barekatain M, Adibi P,
Barnaghi P, et al. (2018) Machine learning for internet of

J Arti Inte & Cloud Comp, 2025

Volume 4(6): 5-7



Citation: Harsha Vardhan Reddy Kavuluri*, Akhil Kumar Pathani, Ajay Dasari, Venkata Kishore Chilakapati, Srikanth Reddy Keshireddy, et al. (2025) Surveying on Big
Data and Predictive Analytics — Based Machine Learning for Smart Industrial IoT Applications . Journal of Artificial Intelligence & Cloud Computing. SRC/JAICC-564.
DOI: doi.org/10.47363/JAICC/2025(4)522

15.

16.

17.

18.

19.

20.

21.

22.

23.

24,

25.

26.

217.

28.

29.

30.

things data analysis: a survey. Digit. Commun. Networks
4:161-175.

Adimulam T, Bhoyar M, Reddy P (2019) Al-Driven Predictive
Maintenance in loT-Enabled Industrial Systems. Iconic Res.
Eng 2: 398-410.

Sarnovsky M, Bednar P, Smatana M (2018) Big Data
Processing and Analytics Platform Architecture for Process
Industry Factories. Big Data Cogn. Comput 2: 3.

ChenY, Lee G, Shu L, Crespi N (2016) Industrial Internet of
Things-Based Collaborative Sensing Intelligence: Framework
and Research Challenges. Sensors 16: 215.

Khan M, Wu X, Xu X, Dou W (2017) Big data challenges
and opportunities in the hype of Industry 4.0. 2017 IEEE
International Conference on Communications (ICC) 1-6.
Al-Hawawreh M, Sitnikova E (2019) Leveraging Deep
Learning Models for Ransomware Detection in the
Industrial Internet of Things Environment. 2019 Military
Communications and Information Systems Conference
(MilICIS), IEEE 1-6.

Sun W, LiuJ, Yue Y (2019) Al-Enhanced Offloading in Edge
Computing: When Machine Learning Meets Industrial [oT.
IEEE Netw 33: 68-74.

Qiu T, Wang H, Li K, Ning H, Sangaiah AK, et al. (2019)
SIGMM: A Novel Machine Learning Algorithm for Spammer
Identification in Industrial Mobile Cloud Computing. IEEE
Trans. Ind. Informatics 15: 2349-2359.

Kavana V, Neethi M (2018) Fault Analysis and Predictive
Maintenance of Induction Motor Using Machine Learning.
International Conference on Electrical, Electronics,
Communication, Computer, and Optimization Techniques
(ICEECCOT), IEEE 963-966.

Wu P, Tan J (2018) The Design of Distributed Power Big
Data Analysis Framework and Its Application in Residential
Electricity Analysis. Sixth International Conference on
Advanced Cloud and Big Data (CBD), IEEE 77-82.
Kanawaday A, Sane A (2017) Machine learning for predictive
maintenance of industrial machines using IoT sensor data.
Proceedings of the IEEE International Conference on Software
Engineering and Service Sciences, ICSESS.

Jiang JR, Kuo CK (2017) Enhancing Convolutional Neural
Network Deep Learning for Remaining Useful Life Estimation
in Smart Factory Applications. 2017 International Conference
on Information, Communication and Engineering (ICICE),
IEEE 120-123.

Gupta AK, Polu AR, Narra B, Buddula DVKR, Patchipulusu
HHS, et al. (2024) Leveraging deep learning models for
intrusion detection systems for secure networks. Journal of
Computer Science and Technology Studies 6: 199-208.
Narra B, Buddula DVKR, Patchipulusu H, Vattikonda N,
Gupta A, et al. (2024) The integration of artificial intelligence
in software development: Trends, tools, and future prospects.
IJIRME 3: 1963-1971.

Achuthananda RP, Bhumeka N, Dheeraj Varun Kumar RB,
Hari Hara SP, Navya V (2024) Evaluating machine learning
approaches for personalized movie recommendations: A
comprehensive analysis. J Contemp Edu Theo Artific Intel:
JCETAI-115.

Waditwar P (2024) The Intersection of Strategic Sourcing
and Artificial Intelligence: A Paradigm Shift for Modern
Organizations. Open Journal of Business and Management
12: 4073-4085.

Bitkuri V, Kendyala R, Kurma J, Mamidala JV, Attipalli
A, Enokkaren SJ (2024) A Survey on Blockchain-Enabled
ERP Systems for Secure Supply Chain Processes and Cloud
Integration. International Journal of Technology, Management

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44,

and Humanities 10: 126-135.

Mamidala JV, Bitkuri V, Attipalli A, Kendyala R, Kurma J, et
al. (2024) Machine Learning Approaches to Salary Prediction
in Human Resource Payroll Systems. Journal of Computer
Science and Technology Studies 6: 341-349.

Waditwar P (2024) AI for Bathsheba Syndrome: Ethical
Implications and Preventative Strategies. Open Journal of
Leadership 13: 321-341.

Attipalli A, Kendyala, R, Kurma J, Mamidala JV, Bitkuri
V, et al. (2024) Privacy Preservation in the Cloud: A
Comprehensive Review of Encryption and Anonymization
Methods. International Journal of Multidisciplinary on
Science and Management [IMSM, 1.

Tamilmani V, Maniar V, Singh AA, Kothamaram RR,
Rajendran D, et al. (2024) A Review of Cyber Threat
Detection in Software-Defined and Virtualized Networking
Infrastructures. International Journal of Technology,
Management and Humanities 10: 136-146.

Singh AAS, Kothamaram RR, Rajendran D, Deepak V,
Namburi VT, et al. (2024) A Review on Model-Driven
Development with a Focus on Microsoft PowerApps.
International Journal of Humanities, Science Innovations
and Management Studies 1: 43-56.

Padur SKR (2024) Al-augmented platform engineering:
Redefining developer experience through autonomous,
self-optimizing enterprise systems. International Journal of
Science, Engineering and Technology 10: 1-7.

Gangineni VN, Tyagadurgam MSYV, Pabbineedi S, Penmetsa
M, Bhumireddy JR, et al. (2024) Al-Powered Cybersecurity
Risk Scoring for Financial Institutions Using Machine
Learning Techniques. Journal of Artificial Intelligence &
Cloud Computing 3: 1-9.

Sagili SR, Goswami C, Bharathi VC, Ananthi S, Rani K, et
al. (2024) Identification of Diabetic Retinopathy by Transfer
Learning Based Retinal Images. 9th International Conference
on Communication and Electronics Systems (ICCES),
Coimbatore, India 1149-1154.

Sagili SR, Kinsman TB (2024) Drive Dash: Vehicle Crash
Insights Reporting System," 2024 International Conference
on Intelligent Systems and Advanced Applications (ICISAA),
Pune, India 1-6.

Padur SKR (2024) Securing Oracle Integration Cloud ERP
ecosystems, zero trust architecture, data governance, and
compliance automation. International Journal of Science,
Engineering and Technology 12: 10-5281.

Sagili SR, Chidambaranathan S, Nallametti N, Bodele HM,
Raja L, et al. (2024) NeuroPCA: Enhancing Alzheimer’s
disorder Disease Detection through Optimized Feature
Reduction and Machine Learning. 2024 Third International
Conference on Electrical, Electronics, Information and
Communication Technologies (ICEEICT), Trichirappalli,
India 1-9.

Sagili S, Veeranjaneyulu K, Puli B, Sundaramoorthy P,
Murugadoss R, et al. (2025) Advancing Cervical Cancer
Identification using Generative-based Adversarial Networks:
An Integrative Learning Methodology. 6th International
Conference for Emerging Technology (INCET), BELGAUM,
India 1-5.

Routhu KK (2024) Beyond Automation: Al-Powered
Employee Engagement Journeys in Oracle HCM Cloud.
KOS Journal of AIML, Data Science, and Robotics 1: 1-6.
Routhu KK (2024) The future of HCM: Evaluating Oracle’s
and SAP’s Al-powered solutions for workforce strategy.
Journal of Artificial Intelligence, Machine Learning & Data
Science 2: 2942-2947.

J Arti Inte & Cloud Comp, 2025

Volume 4(6): 6-7



Citation: Harsha Vardhan Reddy Kavuluri*, Akhil Kumar Pathani, Ajay Dasari, Venkata Kishore Chilakapati, Srikanth Reddy Keshireddy, et al. (2025) Surveying on Big
Data and Predictive Analytics — Based Machine Learning for Smart Industrial IoT Applications . Journal of Artificial Intelligence & Cloud Computing. SRC/JAICC-564.
DOI: doi.org/10.47363/JAICC/2025(4)522

45. Sannapureddy R, Nadella VM, Nelavelli S (2024) Edge— in IoT Devices Through Al-Based Adaptive Protocols in
Cloud Continuums for Latency-Sensitive Tasks. International Fog-Edge Computing Environments. In Congress on Smart
Journal of Al, BigData, Computational and Management Computing Technologies 595-607).

Studies 5: 189-201. 47. Nadella VM (2024) Al-Native 6G Network Management.

46. Arigela AK, Brahmareddy A, Sreenivas TS, Selvan MP, Venu American International Journal of Computer Science and
N, et al. (2024) Optimizing Energy Efficiency and Latency Technology 6: 23-37.

Copyright: ©2025 Harsha Vardhan Reddy Kavuluri, et al. This is an open-
access article distributed under the terms of the Creative Commons Attribution
License, which permits unrestricted use, distribution, and reproduction in any

medium, provided the original author and source are credited.

JArti Inte & Cloud Comp, 2025 Volume 4(6): 7-7



