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ABSTRACT

Network segmentation is one of the most important strategies to improve on security and performance while running cloud native architectures
in multi-tenant scenarios. The research will cover the innovative approaches towards network segmentation using Software Defined Networking
(SDN), Kubernetes Network Policies, and Zero Trust Network Architecture (ZTNA). Getting control of what network traffic is processed in each
tunnel allows for dynamic and granular methods for controlling what traffic is allowed to flow through a tunnel while reducing the associated security
risk. However, the study informs us about the benefits of micro segmentation, enforcing the policies, the identity based access controls to mitigate
the cyber threats. Other challenges include scalability, policy management, interchangeability, and others. Integration of these approaches in cloud
service providers helps in gaining better security, operational efficiency and compliance in the multi-tenant cloud environment.
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Introduction

Modern computing is a process that is revolutionized with the
adoption of cloud native environments like microservices, container
orchestration, serverless computing. Cloud-native systems operate
differently from traditional monolithic architectures. They run
in highly dynamic and distributed environments, enabling
applications to be built, deployed, and managed efficiently across
cloud infrastructures. Agile, CI/CD, and scalable environments
are the direction with which these environments are built, such
that they are a natural choice if one has high availability and
performance required by enterprise. But as cloud native platforms
keep evolving into more complex ones, security alongside isolation
of resources becomes a very big challenge, especially in the case of
multiple tenants. Cloud computing is a fundamental model based
on multi-tenancy, where several customers (tenants) use the same
computing resources for infrastructure, databases and network
capabilities. The Cost model is used extensively, for example, in
Software as a Service (SaaS), Infrastructure as a Service (IaaS)
and Platform as a Service (PaaS) solutions, so as to provide
cost efficiency and operational flexibility. While multi-tenancy
introduces several security and performance challenges—such
as tenant data leakage, lateral threat movement, noisy neighbor
effects, and compliance risks, it remains a highly sought-after
feature among new users. With cloud native multi-tenant, there
is greater shared dependency across the resources, meaning that
the surface area for rogue action also expands, thus network
segmentation is required to be robust to secure workload and to
ensure regulatory compliance.

In a cloud-native environment, the network segmentation is
distilling the network into parts and isolating parts to control the
traffic flow, to improve the security, and to optimize the resources.
It fulfills the role of mitigating inter-tenant security risks, enforcing
Zero Trust policies and improving performance of the network.
The advanced segmentation techniques, including Software-
Defined Networking (SDN), microsegmentation, Kubernetes
Network Policies, and Zero Trust Network Architecture (ZTNA)
provide scalable as well as automated isolation of workloads
with freedom. They allow fine grained access controls, real time
security enforcement and traffic monitoring to check if tenants
are authorized to communicate with each other. However, as
more enterprises migrate to the cloud, cloud service providers
have to make sure that a great segmentation strategy is in place to
protect sensitive data and meet new wrinkles evolving regulatory
standards.

Background and Literature Review

Multi-Tenancy in Cloud Computing

Multi tenancy is an important architectural model in cloud
computing which means multiple customers (tenants) can run on
the same computing resources but logically isolated. As a widely
used service, it is used for many cloud based services like the
Software-as-a -Service (SaaS), Infrastructure-as-a Service (IaaS)
and Platform-as-a service (PaaS). But, multi-tenancy enhances the
cost efficiency, optimizes the resources utilization and securitizes
management as it permits multiple users to utilize a common
infrastructure [1].
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Figure 1: Multi-Tenant Architecture Diagram

Multi-Tenancy Models: Single-Tenancy vs. Multi-Tenancy

There are two main types of cloud computing environments —

single tenancy and multi tenancy, though the two have different

architectural characteristics.

e Single-Tenant: Here in a single tenant architecture there is
an instance of the application with dedicated infrastructure
resources to one tenant Since other tenants do not have access
over the environment, this model is more secure. As a result, it
comes with higher operational costs, high resource overhead,
and bad scalability because of each tenant having to dedicate
computing resources.

e Comparison with Multi-Tenant Architecture: Unlike a
Multi-Tenant architecture, a multi- tenant architecture is
where multiple tenants can use the computing resources
such as virtual machines, the databases, storage, etc. Since
logical isolation mechanisms, e. g. namespaces, access control
and network isolation cannot be enforced at an hypervisor
level without performance implications, cloud providers
use logical isolation mechanisms, like namespaces, access
control and network isolation between tenants to protect from
unauthorized access between tenants.

Security, Performance, and Compliance Concerns in Shared

Cloud Environments

e Security Risks: The use of multi-tenancy can expose
organizations to security risks, such as data theft and
unauthorized data movement between tenants due to
shared infrastructure systems [2]. Website attackers can
use hypervisor vulnerabilities along with container runtime
weaknesses and access policy misconfigurations to obtain
unauthorized network entry. Security threats increase through
side-channel attacks together with virtual machine breaks and
container escape methods.

*  Performance Challenges: The presence of multiple tenants
with its share of resources generate conditions that result in
unforecastable performance problems such as unbalanced
host interferences as well as resource conflicts leading to
slow response times. The performance problems associated
with multi-tenant deployments become manageable through
automatic scaling features together with Kubernetes resource
constraints and Quality of Service policy management.

e Compliance and Regulatory Constraints: Multiple
regulated sectors that must follow GDPR as well as HIPAA
and ISO 27001 standards along with other regulatory
frameworks make up organizations operating in financial
services, healthcare and government sectors [3]. The shared
characteristics of multi-tenancy platforms create challenges in
data security compliance because they must manage resource

sharing together with regional data storage requirements and
international data transfer frameworks.

Traditional Network Segmentation Approaches

Network segmentation serves as a core security practice that
regulates traffic movement and implements security guidelines
and reduces exposure targets throughout enterprise IT systems.
IT professionals historically implemented segmentation through
VLANs combined with firewalls supported by Access Control
Lists [4]. The static environment segmentation methods prove
ineffective for cloud-native architectures since they need dynamic
scalable policy-driven segmentation solutions.

VLAN:Ss, Firewalls, and ACLs in Traditional IT Environments

* Virtual Local Area Networks (VLANs): VLANs
create virtual networks from physical networks to enable
communication between devices within each established
virtual group while blocking communication between
different groups and traffic. The Layer 2 isolation of traffic
through VLAN tagging happens by implementing the IEEE
802.1Q standard. The fundamental network feature of VLANS
enabled segmentation but it does not have the precise control
mechanisms nor automatic security requirements that modern
cloud-based workloads need.

¢ Firewalls: Network firewalls use three methods including
packet inspection together with stateful filtering and deep
packet inspection (DPI) to control traffic between different
segments [5]. Traditional perimeter-based firewalls maintain
network security at entrance and exit points through their
enforcement capabilities but they are ineffective for east-west
traffic monitoring between cloud-native environment systems.

e Access Control Lists (ACLs): Added security functions
come from Access Control Lists (ACLs) which permit or
deny specific traffic regarding IP addresses and protocols and
ports. ACLs continue to be popular for routers along with
switches and cloud security groups but encounter difficulties
when enforcing control methods in elastic cloud-native
environments.

Limitations of Legacy Segmentation Methods in Cloud-Native

Architectures

e Inability to Enforce Fine-Grained Security Policies: The
security protocols of VLANs and ACLs function at Layer 2
and Layer 3 which grants security control only on an overall
basis. Web-native systems demand user-oriented segmentation
that utilizes systems including microsegmentation and Zero
Trust models and service mesh policies.

*  Observational Limits in East-West Firewalls: Limited
visibility driven in traditional firewalls towards external to
internal flows creates observation limits for traffic between
internal to external flows in cloud native applications [6].
Service-to-service communication lacks proper visibility
control which increases security risks in systems.

Challenges in Network Segmentation for Cloud-Native
Environments

Network segmentation in cloud native environments is challenging
because the cloud native workloads are dynamic, distributed
and all the workloads run in the cloud. Traditional segmentation
methods normally are not sufficient in terms of isolation, control,
and visibility also in multi-tenant architectures.

Security Challenges
Lateral Movement of Threats in Multi-Tenant Cloud Environments
In multi-tenant cloud environments, threats are moving laterally,
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and this kind of movement of threats is posing a huge risk due to
poor segmentation and the use of flat network topologies. SDN,
Kubernetes and microservices misconfigurations are abused by the
attacker to fly undetected. Firewall perimeter defenses are unable
to prevent propagation of unauthorized east west traffic. It is key
that credential theft and privilege escalation remain two of their
main attack vectors [7]. However, cloud native environment is
different from traditional data center, as cloud native environment
is heavily dependent on microservices and container orchestration
(such as Kubernetes), software definable network (SDN), and
thus prone to both credential theft attacks, privilege escalation,
and misconfigured network policy.

Data Leakage Risks and Inter-Tenant Vulnerabilities

In the multi-tenancy of a cloud native environment, there are risks
of data leakage and other inter tenant vulnerabilities due to sharing
of the infrastructure. Segmentation in ways that misconfigured
policies or lack encryption that is weak further exposes tenant data.
It can allow, in some cases, intentionally or unintentionally, one
tenant to access another's sensitive data due to the poor network
isolation. Also, if the cloud storage services such as Amazon S3
or Google Cloud Storage are not configured properly, they can
be making resources publically available. One such attack is side
channel attack which relies on sharing the hardware to extract
cryptographic keys or memory contents. In order to mitigate
risks associated with these, cloud providers must enforce strict
encryption, and use of Al-driven security monitoring for real
time data leakage detection and prevention, and also have access
controls intended specifically for the use of the tenant.

Performance and Scalability Concerns

Latency and Bottlenecks Due to Inefficient Segmentation

In the cloud native environments, the network segmentation should
be optimized to avoid latency and performance bottlenecks. Packet
inspection delays can be increased by complex segmentation
policies in SDN or microsegmentation. Typical firewalls and
VPNs in a multi cloud deployment add to latency, especially across
regions [8]. Furthermore, low speed processing solutions like
encrypted traffic inspection for compliance may affect performance
if not done with TLS termination proxies. For efficiency, cloud
native networks should adopt VXLAN, Geneve overlays, Al
based network policy automation, and intelligent traffic routing
to provide secure and low latency communication.

Difficulty in Managing Dynamic Cloud Workloads
Segmentation management in dynamic cloud workloads is difficult
because cloud workloads are auto scaled and there are multiple
clouds. Scaling Kubernetes workloads causes frequent IP changes,
so IP based segmentation fail. Since our policy enforcement has
multi cloud environments like AWS, Azure and Google Cloud,
there are different models of network, so it becomes complicated.
Identity based policies, and encryption, as well as service
mesh complexities such as service mesh and instrumentation
further complicate service calls. To tackle such obstacles, these
organizations need to adopt the identity based segmentation,
Al based automation, and the unified policy framework for a
consistent security across the cloud platforms.

Innovative Approaches to Network Segmentation

With the progression of cloud native environments, the traditional
network segmentation methods can not satisfy the need of multi-
tenancy, dynamic scaling and robust security. In order to overcome
these challenges, modern innovative segmentation techniques
have been developed based on software defined networking

(SDN), microsegmentation, Kubernetes network policies, zero
trust architecture (ZTNA), etc., and Al driven security models [9].
These technologies contribute to isolation, security enforcement, as
well as traffic control in cloud native multi-tenant infrastructures.

Software-Defined Networking (SDN)

It is a centralised, programmable networking paradigm where
control plane and the data plane are separated from each other
thereby allowing the network to be dynamically and very finely
segmented (i.e., through network segmentation). Whereas
conventional networks depend on their static configurations, SDN
enables administrators to establish the policy based segmentation
rules that can follow the changing cloud workload. This is one of
the prime advantages of SDN, which is the ability to construct
logical network segments at a separation to physical infrastructure
thus resulting in centralized traffic control; network virtualization
and Automation. This makes policy enforcement a real time thing,
improves multi-tenant isolation and reduces the need for repetitive
manual configuration.

Software Defined Networking (SDN)

[ B R

[ { 1 |

Applic+tion5

Control Plane SDN Controller
SDN Datapath ‘[

Data Plane Switches

=2 Ea=

Pool of Application Servers

Figure 2: Software-Defined Networking (SDN) Architecture
Diagram

SDN-based segmentation is used by the cloud service providers to
integrate with their network architectures which helps in enhancing
security and scalability. AWS leverages AWS Transit Gateway
and AWS Network Firewall to bring SDN segmentation to hybrid
and hybrid-multiple cloud environments [10]. Azure Virtual WAN
is a service of Azure, and tunneled connectivity relies on Azure
Firewall Policy for centralized control of network segmentation
across the virtual networks (VNets). Google Cloud uses Google
Cloud VPC Service Controls and BeyondCorp Enterprise for
identity based segmentation for multi-tenant environments.

Microsegmentation

The such microsegmentation model is an advanced network
security model which enforces fine grained access control at
workload or process level. As contrasted with other segmentation
techniques that rely on subnets or VLANSs, microsegmentation
defines security boundaries to virtualized and containerized
environments.

There are various tools for micro segmentation in cloud-native
environments. Included in VMware NSX is distributed firewalling
and identity based segmentation for virtualized workloads. Cisco
ACI (Application Centric Infrastructure) microsegmentation
policy enforces the security of applications running in the cloud
and on the premises. Adaptive segmentation supported by real time
policy enforcement to reduce attack surface across multi cloud
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environments are the things furnished in Illumio. Open source tool,
Calico, allows Kubernetes to be more secure by enforcing identity
aware segmentation policies. The solutions allow for scalable and
automated and context aware segmentation strategies that have a
huge improvement in network security and performance.

Kubernetes Network Policies

With container orchestration achieved with Kubernetes, it is
required to have advanced segmentation techniques to isolate
the workloads as well as enforce security policies [11]. The
Kubernetes Network Policies provide a declarative way to control
the pod to pod, pod to service and pod to external communications
on a Kubernetes cluster. They allow organizations to implement
pod level microsegmentation, so that you can restrict prohibited
traffic and control ingress and egress traffic so that traffic between
services is allowed. Kubernetes Network Policies also improve
the security in multi-tenant environments and don’t let cross
namespace attacks in the same Kubernetes environment.
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SDN-based segmentation is used by the cloud service providers to
integrate with their network architectures which helps in enhancing
security and scalability. AWS leverages AWS Transit Gateway
and AWS Network Firewall to bring SDN segmentation to hybrid
and hybrid-multiple cloud environments [10]. Azure Virtual WAN
is a service of Azure, and tunneled connectivity relies on Azure
Firewall Policy for centralized control of network segmentation
across the virtual networks (VNets). Google Cloud uses Google
Cloud VPC Service Controls and BeyondCorp Enterprise for
identity based segmentation for multi-tenant environments.

Microsegmentation

The such microsegmentation model is an advanced network
security model which enforces fine grained access control at
workload or process level. As contrasted with other segmentation
techniques that rely on subnets or VLANSs, microsegmentation
defines security boundaries to virtualized and containerized
environments.

There are various tools for micro segmentation in cloud-native
environments. Included in VMware NSX is distributed firewalling
and identity based segmentation for virtualized workloads. Cisco
ACI (Application Centric Infrastructure) microsegmentation

policy enforces the security of applications running in the cloud
and on the premises. Adaptive segmentation supported by real time
policy enforcement to reduce attack surface across multi cloud
environments are the things furnished in [llumio. Open source tool,
Calico, allows Kubernetes to be more secure by enforcing identity
aware segmentation policies. The solutions allow for scalable and
automated and context aware segmentation strategies that have a
huge improvement in network security and performance.

Kubernetes Network Policies

With container orchestration achieved with Kubernetes, it is
required to have advanced segmentation techniques to isolate
the workloads as well as enforce security policies [11]. The
Kubernetes Network Policies provide a declarative way to control
the pod to pod, pod to service and pod to external communications
on a Kubernetes cluster. They allow organizations to implement
pod level microsegmentation, so that you can restrict prohibited
traffic and control ingress and egress traffic so that traffic between
services is allowed. Kubernetes Network Policies also improve
the security in multi-tenant environments and don’t let cross
namespace attacks in the same Kubernetes environment.
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Figure 3: Kubernetes Network Policies Diagram

There are a number of tools that extend the functionality of
Kubernetes network policies. To minimize overhead and to enforce
identity aware network policies, Cilium uses eBPF (extended
Berkeley Packet Filter). Service mesh can be Istio and it offers
fine grained control over inter service communication and places
enforcement of encryption and authentication policies. Weave Net
provides modesty to the Kubernetes segmentation by providing
automatic pod to pod networking, combined with included security
policies.

Zero Trust Network Architecture (ZTNA)

In this regard, Zero Trust Network Architecture (ZTNA) is
based on the principle of 'never trust, always verify' to break
from the conventional perimeter based security concept. Unlike
conventionally, ZTNA considers the entirety of network entities,
whether within or out of the organization’s perimeter, as untrusted
and mandates ongoing verification before granting access [12].
ZTNA enforces the least privilege principle restricting network
access to the current identity who in turn has a good security
posture. Additionally, there are continuous authentication and
monitoring mechanisms which ensures that the users and workloads
are continually verified before accessing network resources.
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ZTNA relies on key security technologies, such as Mutual TLS
(mTLS) for end to end encryption and authentication, end to end
encryption of data for security, identity based access control (IAM
& RBAC), enforcing strict role based permissions. With ZTNA,
you can integrate these security measures to limit lateral movement
risk and crew segmentation in a multi-tenant cloud environment.

Al-Driven Network Segmentation
Artificial Intelligence (AI) and Machine Learning (ML) facilitate

network segmentation by automating security policies, optimizing
segmentation rules, and enhancing threat detection capabilities
[13]. Real time threat detections, behavioral analytics and
automated policy adjustments are some of the features included
in Al driven segmentation solutions for cloud environments to
reinforce the security posture in the cloud.

Machine learning takes this a step further by identifying churn
traffic patterns, automatically segmenting networks, and adjusting
segmentation rules in real time based on current threat assessments.
This proactive approach helps contain threats before they escalate.
Additionally, Al-enabled tools such as Google Chronicle and
Cisco’s Al-powered cloud security systems can anticipate potential
breaches, preventing disruptions to the workforce through
predictive threat mitigation. It enables landing the self adaptive,
scalable, highly secure network segmentation strategies in complex
multi-tenant environments through leveraging on Al.

Comparative Analysis of Network Segmentation Approaches
From static models such as VLAN and firewalls to dynamic and
software defined ones, the network segmentation has evolved
[14]. While traditional methods don’t flex for these cloud native
environments, modern ways like SDN, microsegmentation,
Kubernetes network policies, ZTNA and Al driven segmentation
offer fine grained control, real time capabilities in leveraging and
a better security than multi-tenant security.

Table 1: Comparative Analysis of Traditional vs. Innovative Network Segmentation

Aspect

Traditional Segmentation (VLANS, Firewalls,
ACLs)

Innovative Segmentation (SDN,
Microsegmentation, ZTNA, AI-Driven
Models)

Segmentation Granularity

Data is directed to the closest available
location, typically in the same datacenter as
the first request.

Highly granular segmentation at the
workload, application, or identity level,
enabling precise access control.

based security model whereby the internal
network is assumed to be trusted and hence
risk of lateral movement increases.

Flexibility Flexibility depends on manually configured Automation makes it dynamically adapt to
rules and static network policies needing any change in environment, allowing real
numerous manual efforts to update time change of segmentation.

Security Posture The security posture follows a perimeter Provides continuous authentication that

implements zero trust security principles with
no implicit trust and security gap.

Threat Prevention

Tasks of threat prevention require predefined
firewall rules and ACLs, are always reactive,
and cannot detect sophisticated threats.

It is an Al driven analytics, anomaly
detection, and behavior based security policy
based on to proactively identify and mitigate
threats.

Network Performance

Centralized firewalls make them performance
bottlenecks leading to increased latency and
efficiency.

The development of SDN and Al to optimize
traffic flow in the means of network’s
responsiveness and resource utilization.

Scalability

Lacks the capability of scaling to meet
modern cloud and containerized workload’s
dynamic scaling needs.

Scalable, auto scaling on the fly for auto
deployment to any possible hybrid or multi
cloud setups with automated policies.

Compliance & Governance

Manual audits and policy enforcement make
compliance and / or governance prone to
human error and non compliance.

Provides policy based controls for end
enforcement of compliance and real time
security monitoring.

Implementation Complexity

For traditional data centers it is not very
complex and provides a less flexible solution
for cloud-native infrastructures.

The initialization is dependent on

a specialized set of skills for SDN,
microsegmentation, and cloud security
frameworks.

Use Cases

Requires legacy IT environments with on
premises data centers and static network
configurations

Ideal for multi-tenant cloud platforms,
Kubernetes-based workloads, hybrid
cloud environments, and highly dynamic
infrastructures.
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Strengths and Weaknesses of Each Approach

Traditional Segmentation Approaches

The well documented and widely used network segmentation
methods are deployed in Enterprise environments because they
come with well established frameworks and are compatible with
legacy IT infrastructure. Fixed network environment is fairly
easy to implement these approaches, so it takes advantage of
organizations with predictable and stable workloads.

Innovative Segmentation Approaches

Today, the current modern segmentation techniques like SDN,
microsegmentation etc., any one of them and even the combination
of more than a single of these techniques are proving themselves
enough when it comes to tackling modern network and cloud
security requirements [15]. Through these approaches, adaptive
security policies can respond to actual time threats and perform
granular segmentation which limits the later movement in multi-
tenant clouds. Because they reduce human error and operational
overhead, automated policy enforcement is a valuable fit for cloud
native principles, and also scale and are elastic by nature.

Best Practices for Implementation

Both traditional and innovative techniques must be combined
together to fully employ the advantages of modern network
segmentation. SDN and micro segmentation — in effect, the ability
to dynamically isolate workloads — have the potential to ensure
that workloads remain isolated securely as well as at close to
optimal performance. To give fine-grained control over the images,
Kubernetes network policies should be integrated.

Conclusion

Networks segmentation experienced a progress from static
perimeter based to its dynamic software defined side to respond
to complexity of cloud infrastructures designed for multi-tenant.
It is known that traditional methods, such as VLANSs, firewalls
and ACL etc., do not provide with enough scalability and
automation needed for modern workloads. On the other hand,
SDN, microsegmentation, Kubernetes network policies, ZTNA
and the like allow for greater control, smart security and efficient
defense in the real time manner. Lateral movement is restricted,
least privilege access is enforced and network performance is
optimized. Using Al driven automation and policy based security
helps adopt a very network resilient approach to deploying the
network with minimal attack surfaces and unauthorized access.
Going forward, the future developments in the three areas must
be done; integrate Al with the predictive analytics, implement
quantum resistant cryptographic methods, and develop lightweight
segmentation models that are tailored for the edge computing and
10T driven architecture.
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