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Introduction
Salesforce, as a leading Customer Relationship Management (CRM) 
platform, is widely adopted in various sectors. As organizations scale, 
managing user permissions becomes more complex, particularly in 
industries such as finance and insurance, where regulatory compliance 
is paramount. In these organizations, users are often granted high-
level privileges, such as admin access, without proper governance or 
timely downgrades once the access is no longer needed. This paper 
explores the implementation of Just-In-Time (JIT) provisioning in 
Salesforce, providing organizations with a secure, automated, and 
auditable way to manage user licenses.

The solution leverages Salesforce’s native tools, including Salesforce 
Shield and Event Monitoring, to track user actions and maintain 
an audit trail for compliance purposes. We will also look at how 
organizations can monitor and optimize license usage through KPIs, 
improving overall system governance. Finally, the paper provides 
technical insights into the configuration of Apex triggers, approval 
processes, and Process Builder flows to automate user provisioning.

Main Body
Problem Statement
Large organizations often face governance challenges when it comes 
to managing Salesforce licenses and permissions. Admin-level access 
in Salesforce allows users to create, modify, and delete records, which, 
if not properly managed, can lead to significant security risks. For 
example, users may be assigned admin privileges for temporary tasks 
but retain those privileges long after their tasks are completed. This 
can result in potential security breaches, data loss, or compliance 

violations, especially in sectors like finance and insurance where 
regulations like GDPR mandate strict data protection measures.
The lack of an effective user provisioning and de-provisioning system 
leads to governance gaps, where unauthorized users have access to 
sensitive data and systems, increasing the risk of data breaches. In 
addition, organizations may experience inefficiencies in managing 
expensive admin licenses, allocating them to users who no longer 
require such high-level access.

Solution
The Just-In-Time (JIT) provisioning system addresses these issues by 
automating the process of granting and revoking Salesforce licenses 
and permissions. It ensures that users are only given the access they 
need for a specified duration, based on their business requirements. 
The solution combines several Salesforce tools and features
•	 User Provisioning Request (UPR) Custom Object: The 

system starts with the creation of a custom object called User 
Provisioning Request (UPR). This object tracks all user requests 
for Salesforce license upgrades and includes fields such as 
User ID, License Type (admin, power user, etc.), Requested 
Permissions, Duration of Access, Business Justification, and 
Manager Approval.

•	 Approval Process for High-Level Access: For sensitive 
permissions, such as admin or power user access, an approval 
process is initiated. When a user submits a request for elevated 
privileges, the system automatically routes the request to 
their manager for approval. This ensures that only authorized 
personnel can grant high-level access to sensitive systems.

•	 Apex Trigger for License Assignment: Once a request is 
approved, an Apex trigger automatically assigns the necessary 
profile or permission set to the user, based on the UPR record. 
Additionally, time-based triggers are used to downgrade licenses 
once the approved duration has passed [1].
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Sample Apex Code
trigger UserProvisioningTrigger on UserProvisioningRequest__c 
(after update) {
 for(UserProvisioningRequest__c upr : Trigger.new) {
 if(upr.Status__c == ‘Approved’ && upr.Profile__c == ‘Admin’) {
 User u = [SELECT Id, ProfileId FROM User WHERE Id = :upr.
UserId__c];
 Profile p = [SELECT Id FROM Profile WHERE Name = ‘System 
Administrator’];
 
 u.ProfileId = p.Id;
 update u;
 }
 }
}

Time-Based License Downgrade: After the duration of access specified 
in the UPR object expires, the system automatically downgrades the 
user’s license or profile. This is managed using time-based workflow 
rules and Apex triggers.

Salesforce Shield and Event Monitoring
•	 Salesforce Shield offers event monitoring capabilities, 

which provide enhanced visibility into user activity, helping 
organizations track changes made by users with elevated 
privileges. It records every action taken by users, creating 
a comprehensive audit trail that is essential for regulatory 
compliance, such as GDPR.

•	 Field Audit Trail: Shield also includes Field Audit Trail, 
which allows organizations to track changes to data and user 
activities over an extended period. This is particularly valuable in 
governance, as it helps to identify who made changes to critical 
records and when.

Audit Trail: The audit trail functionality in Salesforce keeps track of 
changes made within the system, such as profile updates, permission 
modifications, and data access. In the context of JIT provisioning, 
the audit trail can be used to monitor when licenses were assigned 
or revoked, providing transparency and accountability for user 
provisioning actions [2].

Governance and Security Enhancements
The JIT provisioning system significantly improves governance by 
ensuring that
•	 Principle of Least Privilege: Users are only granted the 

minimum permissions required to perform their tasks, reducing 
the risk of unauthorized access to sensitive data.

•	 Audit Trail Transparency: The Salesforce audit trail and Shield 
Event Monitoring provide clear visibility into who accessed 
what data, when, and why, supporting compliance with data 
protection regulations such as GDPR.

•	 Automated De-provisioning: By automating the downgrading 
of user privileges, the system prevents situations where users 
retain elevated permissions unnecessarily, further reducing 
security risks.

KPIs for Monitoring JIT Provisioning System
To ensure that the JIT provisioning system is functioning as intended, 
organizations should track key performance indicators (KPIs) that 
provide insights into system usage and security, such as:
•	 Number of Access Requests: This KPI tracks how many users 

are requesting access to elevated privileges and for what purpose.
•	 Approval Time: The average time it takes for high-level access 

requests to be approved by managers.
•	 License Utilization: Monitoring how many admin licenses are 

actively being used versus those that have been downgraded.
•	 Security Incidents: Tracking any unauthorized access attempts 

or violations of security policies.
•	 Audit Compliance: Ensuring that the system meets audit 

requirements by keeping an accurate and detailed record of 
provisioning actions.

Use Case Example
Consider an insurance company operating in multiple regions, 
including the EU, which must comply with GDPR. The company 
hires a contractor to review and clean up customer data. The contractor 
needs admin privileges to perform this task but only for two weeks.
•	 The contractor submits a request through the JIT provisioning 

system, specifying the need for admin access.
•	 The request is routed to their manager for approval. Once 

approved, the system automatically assigns the necessary admin 
profile.

•	 After two weeks, the system automatically downgrades the 
contractor’s profile, ensuring that they no longer have admin 
access after completing the task.

•	 During this process, Salesforce Shield monitors all actions taken 
by the contractor and logs them for auditing purposes, ensuring 
that the company can comply with GDPR regulations.

Impact and Scope
The implementation of JIT provisioning has far-reaching impacts on 
an organization’s governance and security posture. By ensuring that 
only authorized users have elevated privileges, organizations can 
significantly reduce the risk of data breaches, unauthorized system 
changes, and compliance violations. The system also improves 
operational efficiency by automating the provisioning and de-
provisioning of user licenses, reducing the burden on IT teams and 
improving license utilization [3-5].

Conclusion
Just-In-Time provisioning in Salesforce offers a comprehensive 
solution to the governance and security challenges faced by 
organizations with large user bases. By automating the provisioning 
and de-provisioning of licenses based on business needs, the system 
ensures that users only have the access they need, for as long as 
they need it. Salesforce Shield’s monitoring and audit capabilities 
enhance the system’s effectiveness by providing full visibility into 
user actions, supporting compliance with data protection regulations 
like GDPR. The JIT provisioning system not only improves security 
but also optimizes license utilization, making it a valuable tool for 
organizations operating in industries like insurance, finance, and 
healthcare.
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