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ABSTRACT

paper can be put into practical use.

Based on the proof that, as an encryption function, the residual function y=(ax)mod m is a non-replicable function, this paper constructs multi-level
encryption functions yl=(alx)mod ml,..., yn=(anyn-1)mod mn. And based on this the paper constructs the multi-level random dynamic secret key
algorithm XM-1. XM-1 has three-fold safeguards. First, the encryption function is not replicable. Secondly, the secret keys and the number of secret keys
are randomized. Thirdly, when the system does not run, there is no secret key. After slight changes, the four examples for constructing XM-1given in this
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Introduction

The facts attest that there is no prospect to achieve the safety
of the secret key systems by enlarging the secret key space and
raising the computational complexity. Because the explosive
increase of the computing power makes this effort futile. Another
challenge is that the network attack is everywhere. The secret key
in the system being unchanged for a long time is a hidden peril.
Facing the first challenge, we need to find a function that is not
an encryption function obtained from plain texts and cipher texts
by mathematical methods. While y=(ax)mod m is just this kind
of function. Facing the second challenge, we need to construct a
secret key system that does not have a secret key when the system
does not run. XM-1 is just this kind of system.

The rest of this paper is organized as follows: In Section 2 the
residual function and the non- replicable function are introduced.
Section 3 is about the conditions to be met for multi-level residual
functions as encryption functions. In Section 4 the construction of
the multi-level random dynamic secret key system is introduced.
Section 5 deals with the elimination of duplicate cipher texts.
Section 6 is the discussion of practical program

Residual Function and Not Replicable Function

According to the property of the congruent formulas, a=r (mod
m) can be denoted by a=km+r (k is an integer). When 0<r<m, r is
called the least non-negative residue of a module m.

For convenience, we denote the least non-negative residue of a
module m as (a)mod n.

Definition 1: r=(a)mod m, if and only if 7 is the least non-negative
residue of ¢ module m.
From Definition 1 we obtain:
Property 1: 0<(a)mod m<m.
For example, (9)mod 7<2<7, (78)mod 35=8<35.
Property 2: If =(a)mod m then r=a (mod m).
Property 3: If r=(a)mod m then a=km+r(k is an integer).
Property 4: Suppose a=b(mod m). If 0<a<m and 0<b<m then a=b.
Property 5: If a=b(mod m) then (a)mod m=b (mod m).
Now, we investigate:
y=(ax)mod m (1)

It is not hard to discover that, when a, m in formula (1) are
parameters, then for every x there necessarily exists a unique y
corresponding to it.

For example, in the case of x=5, m=17, y=(15x)mod 17=(15x5)
mod 17=7 uniquely. Thus, we have
Conclusion 1: In formula (1), y is the function of x.

We call the function in formula (1) as y being the least residual
function or residual function of x.

Definition 2: When (a, m)=1, we call (a, m) as a parameter couple.
When a! is the inverse of @ module m, then we call (a”!, m) as the
inverse couple of (@, m). If parameter couple A is the inverse couple
of parameter couple B, then we say that A and B are mutually
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inverse parameter couples.

Suppose (ai, mi) are parameter couples (where i=1,...,n). When
n>1, we call (a, my), ...,(an, m,) as n-level parameter queue.. And
we call (ar!, my), ...,(an"", my) as the inverse queue of (aj, m1), ...,(an,
my). If n-level parameter queue A is the inverse queue of n-level
parameter queue B, then we call A and B as the mutually inverse
n-level parameter queues.

Theorem 1: Suppose (a, m)=1. If y=(ax)mod m, 0<x<m, then
x=(a'y)mod m.

Proof: From (a, m)=1 we know that, there necessarily exists a’!
which is the inverse of @ module m.

From y=(ax)mod m and Property 2 we know that, y=ax (mod m).
Hence, a''y=x (mod m).

From Property 5 we know that, (a'y)mod m=x (mod m).

Besides, from Property 1 we know that, 0<(a"'y)mod m<m. And
from the supposition, we have, 0<x<m.

Thus, from Property 4 we have, x=(a"'y)mod m. Q.E.D.
From Theorem 1 we know that, when we take x(x<m) as the plain
text, by y=(ax)mod m we can obtain cipher text y; from cipher text
y by x=(a’'y)mod m we can obtain plain text x.

Obviously, (a, m)--the corresponding parameter couple of y=(ax)
mod m--and (a’!, m)--the corresponding parameter couple of x=(a-
'y)mod m--are mutually inverse parameter couples.

Example 1: It is known that (53, 264) and (5, 264) are mutually
inverse parameter couples.

x=23 is a plain text. By y=(53x)mod 264 we can obtain the cipher
text y=(53%23)mod 264=163.

y=163 is a cipher text. By x=(5y)mod 264 we can obtain the plain
text x= (5%163)mod 264=23.

<n _ e 5
(53. 264) d {y (53x)mod 264 are one 1o one

Because {(57 264) M L = (5y)mod 264

correspondent, we use the former to replace the latter.

53,264 .
Example 2: When {((5 2% 4)) mutually inverse parameter couples,

then from (53, 264) and plain text 23 we can obtain cipher text
(53%23)mod 264=163. And from (5, 264) and cipher text 163 we
can obtain plain text (5x163)mod 264=23.

Besides, from (5, 264) and plain text 23 we can obtain cipher text
(5%23)mod 264=115. And from (53, 264) and cipher text 115 we
can obtain plain text (53x115)mod 264=23.

This means that, when A side has (a, m) and B side has (a’!, m),
then A side and B side are mutual encryption-decryption sides.
The cipher text obtained from A side by (a, m) can be encrypted
by B side; the cipher text obtained from B side by (a”!, m) can be
encrypted by A side.

Conclusion 2: If A side has (a, m) and B side has (a’!, m), then A
side and B side are mutual encryption-decryption sides.

Now, we investigate the importance of condition “x<m” in
> g p
Theorem 1.

We still use y=(53x)mod 264 as the encryption function, use x=(5y)
mod 264 as the decryption function.

x=287 is a plain text. By y=(53x)mod 264 we can obtain the cipher
text y=(53%287)mod 264=163.

y=163 is the cipher text. By x=(5y)mod 264 we obtain x=(5%163)
mod 264=23. 23#287, i.e. 23 is not the plain text.

The reason is simple: the plain text x=287>264, which do not
satisfy the condition “x<m”.

Now, we define replicable functions and non-replicable functions.
First, we expound the reason for making the definitions.

Let us investigate the relationship among x, y and parameters al,
a2 in formula:

y=(ax)*+a> (2)

Suppose x=2, y=17 and x=3, y=37 are two couples of assignments
to formula (2).

Substituting x=2, y=17 into formula (2) we obtain 17=4a1*+ao.
Substituting x=3, y=37 into formula (2) we obtain 37=9a1?+a1.

Then we obtain the following system of linear equations of two

17=4al2+a2

unknowns: {37 —oal2+ o

Solving this system we can obtain a1=+2, a2=1. Substituting
them into formula (2) we can obtain y=(+£2x)*+1.

Please look back, the two couples of assignments x=2, y=17 and
x=3, y=37 are originally obtained from y=(2x)*+1(or y=(- 2x)*+1).
Thus, when we suppose y=(2x)*+1(or y=(-2x)2+1) is an encryption
function, the above process is from plain texts 2,3 and cipher texts
17,37 through y=(a1x)*ta2 to replicate the encryption function.

For convenience, we call y=(a1x)*+a2 as the object function, call
y=(2x)*+1(or y=(-2x)*+1) as the candidate function. Obviously,
from the two couples of assignments x=2, y=17 and x=3, y=37
we can only obtain “2” candidate functions: y=(2x)*+1 and y=(-
2x)*+1. This is to say, the number of candidate functions obtained
through the object function is definite.

Definition 3: Suppose there are n parameters in function y=f(x).
Also suppose from the n couples of x, y through object function
y=f(x) we can obtain k candidate functions. If &, the number of
candidate functions obtained, is definite, then we call y=f(x) as a
replicable function, otherwise, we call y=f(x) as a non-replicable
function.

Obviously, y=(a1x)*+a2 is a replicable function. It is not hard to
discover that, general functions are all replicable functions.

Yet, y=(ax)mod m is not a replicable function.

There are two parameters in y=(ax)mod m: a, m.

Suppose x=14, y=58 and x=25, y=47 are the two couples of
assignments to y=(ax)mod m.

From x=14, y=58 and y=(ax)mod m we obtain, 58=(14a)mod m.
By Property 3 we obtain, 14a=k1m+58.

From x=25, y=47 and y=(ax)mod m we obtain, 47=(25a)mod m.
By Property 3 we obtain, 25a=k2m~+47.

14a = klm + 58

Thus, we have the following system of equations:{zia ~om a7

There are two equations in the system, but four unknowns: a, m,
k1 and k2. The number of unknowns is more than that of equations.
Therefore, the system of equations has infinitely many solutions.
This proves that y=(ax)mod m is a non-replicable function.
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y=(ax)mod m is an extremely special function. Now, we discuss
it further.

Let k1=1, k2=2, we obtain system of linear equations of two

l4a=m + 58

unknowns: [25a =2m+47

Solving the system, we obtain m=264, a=23. Thus, from y=(ax)
mod m we obtain: y=(23x)mod 264.

Likewise, let k1=4, k2=8, we obtain m=66, a=23. Thus, y=(23x)
mod 66.

Let k1=5, k1=9, we obtain m=792, a=287. Thus, y=(287x)mod 792.

Please verify: x=14, y=(23x)mod 264=(23x)mod 66= (287x)mod
792=58.

x=25, y=(23x)mod 264=(23x)mod 66= (287x)mod 792=47.

That is to say, functions y=(23x)mod 264, y=(23x)mod 66, y=(287x)
mod 792, satisfy x=14, y=58 and x=25, y=47.

Besides, it is not hard to discover that y=(23x)mod 264 and
y=((23+264n)x)mod 264(n is a positive integer) are the functions
with the same value (Because (23x)mod 264=(23x+264nx)mod
264=((23+264n)x)mod 264), y=(23x)mod 66 5 y=((23+661)x)mod
66 are the functions with the same value, y=(287x)mod 792 and
y=((287+792n)x)mod 792 are the functions with the same value.

This means that there are infinitely many functions y=((23+264n)x)
mod 264, y=((23+6671)x)mod 66, y=((287+792n)x)mod 792, satisfying
the two couples of assignments x=14, y=58 and x=25, y=47.

The other side of the facts is that, y=(23x)mod 264, y=(23x)mod 66,
y=(287x)mod 792 are different functions.

For example, when x=15, y=(23x)mod 264=(23%15)mod 264=81;
y=(23x)mod 66=(23%15)mod 66=15; y=(287x)mod 792=(287x15)
mod 792=345.

We have discussed the case of two couples of assignments of x, y
to y=(ax)mod m above. Now, let us investigate the case of infinitely
many couples of assignments of x, y to y=(ax)mod m.

Now, suppose x=x1,..., xn, by y=(ax)mod m we can obtain
axl =klm+yl

YV, Ve Thus, {axn = knm + yn

There are n equations in this system, but n+2 unknowns: a, m,
k1,..., kn. Therefore, the system still has infinitely many solutions.
This means,

Conclusion 3. No matter how many plain texts x and cipher texts
y are known, the finite number of the encryption functions in the
form of y=(ax)mod m cannot be obtained.

Conclusion 3 tells us that, the encryption functions in the form of
y=(ax)mod m are non-replicable. Because the process of deciphering
the secret key systems can be simply regarded as one of replicating
the encryption functions, that the encryption functions cannot be
replicated means that the secret key systems based on them are
non-replicable.

The Conditions to Be Met for Multi-Level Residual Functions
as Encryption Functions

Now, we discuss the conditions to be met for

}’lz(f?lx)mod Myse-os }’n:(ﬂn}’n—l)mod m, (3)
being encryption functions. For this reason, we call y» in formula
(3) as the n-level residual function. When n > 1, we call yn as the
multi-level residual function of x.

Through the discussion in Section 2 we know that, when we take
al,...,an, my,..., my as the secret keys, from plain text x by non-
replicable function y;=(a1x)mod m| we can obtain cipher text yj.
We call y; as 1- level cipher text of x.

Likewise, from 1-level cipher text y; by non-replicable function
y2=(ap y;)mod my we can obtain 2-level cipher text y»,..., from
(n-1)-level cipher text yn-1 by non-replicable function y,=(a,y 1)
mod m,, We can obtain n-level cipher text y,,.

From this we know that, formula (3) is a function that can perform
multi-level encryption process. Obviously, the secret key space
is infinity. (Interested readers can verify yourselves) Now, we
discuss the condition to be met for formula (3) being an encryption
function.

Theorem 2. L. If in formula (3), x<m1, y1<mo,..., yn-1<mn,
then

_}"n-l:(ﬂn_lyn)mod My - x:(ﬂl_l}’l)mod my (4)
IL. If in formula (3), x<m1<m2...<mn, then in formula (3),
x<ml, yl<m2,..., yn-1<mn.

Proof: Prove 1. From y»=(anyp-1)mod mn in formula (3) and
Property 2 we know that, yn=any,-1 (mod mn).

Thus, yu-1=an'y, (mod mn). From the supposition y,-1<m, and
an’ly, (mod mn)< mn and Property 4 we know that, y,-1=@anyn)
mod mn).

Likewise, we can prove, yp-2=an-1"yn) mod mn)*, ...,
'x:(al_lyl)mod my-
Prove II. We only prove that, if m1<m2...<mn then y;<

ma,..., yn-1<mn.

From y1=(aix)mod m1 in formula (3) and Property 1 we know
that, y1<m1. From the supposition m1<m2 we know that, y1< my.

Likewise, we can prove that, y><ms,..., yp-1<mn. Q.E.D. It is not
hard to discover that, the subscripts of “m” in formula (3) are from
1 to n, while those in formula (4) are from n to 1. Now, we make
the following arrangement:

J"]:(ﬂ 1) mod Mys=es _}"n:(ﬂn)"n—l)mod nt,,

(6))

x:(ﬂl_]}’l)mod Mlyse s }’n—lz(ﬂn_l}’n)mod m,,

(6)
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At this time, the process of obtaining x from y» needs to start from
Yn-1=(an-1"yn) mod mn) at the right of formula (6), going leftward,
and to terminate at x=(a1™y1)mod mj.

Besides, we draw out the parameters of formulas (5) and (6) to
obtain the following mutually inverse n-level parameter queues:

(ar, my) ..... (an. my) (7

(art,my) ... (at mn)  (8)

The process of obtaining y» from x by formula (5) can be simplified
as one by formula (7). At this time, the operations are from left
to right, we call this process as the operations starting from the
left. The process of obtaining x from y» by formula (6) can be
simplified as one by formula (8). At this time, the operations are
from right to left, we call this process as the operations starting
from the right.

Example 3. It is
I {(61,93), (13.155), (25.231) ——The front queue
no
(61,93), (12.155), (37,231) ——The rear queue

are mutually inverse 3-level parameter queues. We use two
methods to perform the encryption process for plain text 23.

Method 1.

The encryption process—Performing the operations starting from
the left using the front queue (61,93);, (13,155),, (25,231)3 (The
subscripts of the parameter couples are their series numbers) to
23 obtains the cipher text:

From 23 and (61,93); we obtain (61%23)mod 93=8, from 8 and
(13,155), we obtain (13x8)mod 155=104, from 104 and (25,231),
we obtain (25x104)mod 231=59. That is, the cipher text is 59.

The decryption process—Performing the operations starting from
the right using the rear queues (61,93), , (12,155),, (37,231), to
59 obtains the plain text:

From 59 and (37,231), we obtain (37%59)mod 231=104, from
104 and (12,155), we obtain (12x104)mod 155=8, from 8 and
(61,93), we obtain (61x8)mod 93=23.

Method 2.

The encryption process—Performing the operations starting from
the left using rear queue (61,93), (12,155), (37,231) to 23 we
obtain the cipher text:

From 23 and (61,93) we obtain (61%23)mod 93=8, from 8 and
(12,155) we obtain (12x8)mod 155=96, from 96 and (37,231) we
obtain (37x96)mod 231=87. That is, the cipher text is 87.

The decryption process—Performing the operations starting from
the right using front queue (61,93), (13,155), (25,231) to 87 we
obtain the plain text:

From 87 and (25,231) we obtain (25%87)mod 231=96, from 96
and (13,155) we obtain (13%X96)mod 155=8, from 8 and (61,93)
we obtain (61%8)mod 93=23.

Example 3 tells us that, performing the operations starting from
the left using formula (7) (or formula (8)) to the plain text we can
obtain the cipher text; performing the operations starting from the
right using formula (8) (or formula (7)) to the cipher text we can
obtain the plain text.

Now, we discuss condition “x<ml, yl<m2,..., yn-1<mn” in
Theorem 2.

There are two cases need to be considered. One is the case of
the condition “m1< m2<,...,< mn” being satisfied (See Example
3, because 93<155<231) The other is the case of the condition
“m1<m2<,...,< mn” not being satisfied (See Example 4).

Example 4. Use the mutually inverse 3-level parameter
(13.155), (61,93), (25.231)

(12.155), (61,93). (37.231)

decryption processes to plain texts 19 and 23.

queues { to perform the encryption-

(1) The encryption-decryption processes to plain text 19. The
encryption process—using (13,155), (61,93), (25,231) performing
the operations starting from the left to 19 obtains the cipher text.

From 19 and (13,155) we obtain (13x19)mod 155=92(It is y1),
from 92 and (61,93) we obtain (61%x92)mod 93=32(It is y2), from
32 and (25,231) we obtain (25%32)mod 231=107(It is y3). The
cipher text is 107.

At this time, x=19<155, y1=92<93, y2=32<231. That is, “x<m],
Y1<m3,..., yn-1<mn” hold.

The decryption process—using (12,155), (61,93), (37,231)
performing the operations starting from the right to y3=107 obtains
X.

From 107 and (37,231) we obtain y2=(37x107)mod 231=32, from 32
and (61,93) we obtain y1=(61%32)mod 93=92, from 92 and (12,155)
we obtain x=(12x92)mod 155=19. 19 is just the plain text given.

The above facts show that, when y1=(a1x)mod m1,..., yu=(anyn-1)
mod mn, x<ml, yl<my,..., yn-1<mn are the sufficient conditions
for yn-1=(an"'yn)mod mn, ..., x=(a1"'y1)mod m1 to hold.

(2) The encryption-decryption processes to plain text 23.
The encryption process—using (13,155), (61,93), (25,231)
performing the operations starting from the left to x=23 obtains

V3.

From 23 and (13,155) we obtain (13x23)mod 155=144(1t is y1),
from 144 and (61,93) we obtain (61x144)mod 93=42(1t is y2),
from 42 and (25,231) we obtain (25x42)mod 231=126(1t is y3).

At this time, y1 =144>93, i.e.,“y1>m2”. Thus, “x<ml, y1<m2,...,
yn-1<mn” do not hold.

The decryption process—using (12,155), (61,93), (37,231)
performing the operations starting from the right to y3=126 obtains
X.
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From 126 and (37,231) we obtain y2= (37x126)mod 231=42, from
42 and (61,93) we obtainy1=(61%42)mod 93=51, from 51 and
(12,155) we obtain x= (12x51)mod 155=150, it is not plain

text 23.

Example 4 shows that, when y1=(a1x)mod my,..., yu=(anyn-1)mod
mn, upon the condition x<mi, y1<my,..., y,,.1<mn, not all x (x<
m1) can be obtained from yy-1=(an"'yy)mod mn, ..., x=(a1'y1)mod
m1. Only the condition x<m1<my...<mn is satisfied, can formula
(3) be an encryption function.

Besides, when (ai, mi)=1, if there exists (a1, m1),..., (an, mn), then
there necessarily exists (a1, m1),..., (an', mn). Thus, according
to the above discussion, we have:

Conclusion 4. Suppose m1<my...<mn. If A side has (al, m1), ...,
(an, mn), B side has (a1, my),..., (an’', mn), then A side and B
side are encryption-decryption sides mutually.

We call (ay, mj) , ..., (a,, mn) or (ay”!, my) ,..., (a,”"', mn) in
Conclusion 4 as the n-level parameter queues agreeing with the
conditions.

The Construction of the Multi-Level Random Dynamic Secret
Key System

Definition 4. When a secret key system is activated, the encryption-
decryption sides use the same random number dsj to generate
parameter queues agreeing with the conditions (al, ml), ...,
(an, mn) and (ay™', my),..., (an’', mn) separately, and perform the
encryption-decryption processes according to the methods given
in Example 3, this secret key system is called a multi-level random
dynamic secret key system, abbreviated as XM-1.

(Note: XM-1 is a secret key system. The method to construct it
is call XM-1 algorithm. So, viewed from different angle, XM-1
can denote either the system or the algorithm) Now, we give the
method for constructing XM-1. The construction of XM-1 has
no fixed pattern, we can only expound it by examples for XM-1.

As Example 3 has already given the methods for the encryption-
decryption using the n-level parameter queues agreeing with
the conditions, in the examples we only discuss the method of
A side acquiring the n-level parameter queues agreeing with the
conditions (ay, my), ..., (a,, mn) and that of B side acquiring
the n-level parameter queues agreeing with the conditions (a7,
my),..., (a,"', mn).

Lemma 1. If m=ab+1 then the inverse of @ module m is a'=m-b
(mod m).

Proof: From m=ab+1 we know that, ab=m-1. Then, a(mb)=am-
ab= am-( m-1)=(a-1) m+1.Thus, a(m-b)=1 (mod m), a'=m-b
(mod m). Q.E.D.

Special appointments: ¢ is the inverse of a module m, an™' is
the inverse of an module mn, n=1,2, ....

From Lemma 1 and Special appointments we obtain:

Skill 1. If mi=aibi+1 then ai''=mi-bi; or if mi=abi+1 then ai’'=mi-
bj; if mi=a;b+1 then ai'=m;-b.

Skill 1 gives 3 results, their usages are different. We only
give an example to expound the usage of “if mi=a;b+1 then
a;'=m;-b”.

Let b=17.

Let a1=18 we obtain m=18x17+1=307. Thus, a;'= m;-
17=307-17=290.

Let a2=20 we obtain m2=20x17+1=341. Thus, ay'= m,-
17=341-17=324.

Let a3=22 we obtain m3=22x17+1=375. Thus, a3™'= m3-
17=375-17=358.

Hence, we obtain the following mutually inverse 3-level
parameter queues agreeing with the conditions.

(18, 307), (20, 341), (22, 375)

(290,307), (324,341), (358,375) .

Let 5=10.

Let a1=18 we obtain m1=18x10+1=181. Thus, al'= m1-
10=181-10=171.

Let a2=20 we obtain m2=20x10+1=201. Thus, a2'= m2-
10=201-10=191.

Let a3=22 we obtain m3=22x10+1=221. Thus, a2’'= m3-
10=221-10=211.

Hence, we obtain the following mutually inverse 3-level
parameter queues agreeing with the conditions.

(18, 181), (20, 201), (22, 221)

(171, 181), (191, 201), (211, 221)

Let 5=10.

Let a1=18 we obtain m;=18x10+1=181.

Thus, al'=m1-10=181-10=171.

Let a2=20 we obtain m,=20x10+1=201.

Thus, a2'= m»-10=201-10=191.

Let a3=22 we obtain m3=22x10+1=221.

Thus, a3'=m3-10=221-10=211.

Hence, we obtain the following mutually inverse 3-level
parameter queues agreeing with the conditions.

(18, 181), (20, 201), (22, 221)

(171, 181), (191, 201), (211, 221)

When b is random number ds;, by the above process we
obtain an XM-1.

Example 1 for XM-1.Use “if mi=aib+1 then ai''=mi-b"to design
an XM-1 with the plain text x(i.e., 0 < x < 10%) not exceeding
decimal numbers of 8§ digits.

Based on Conclusion 4, we design an XM-1 with 103<m1 <
my...<mn<10'",

Based on the following appointments, A side obtains nlevel
parameter queue agreeing with the conditions (ay, my),..., (an, mn):

(1) If (dgy)mod 51 < 3 then n=(d g ;)mod 51+3, otherwise n=(dg;)mod
51. (That is 3<n<51).

(2) If (dgj)mod 714285 < 88000 then b=(d;)mod 714285+88000,
otherwise b=(dg;)mod 714285. (That is 88000<b<714285).

(3) If (b)mod 2400<1137 then a =(b)mod 2400+1137, otherwise
a=(b)mod 2400 (That is 1137<a<2400).

(4) mi=ab+1, my=(a+5)b+1, ..., mn=(at+5(n-1))b+1.

(5) a1=a, ay= a|+5, ..., an= an-1 +5.

(Note: The minimal @ =1137, the minimal 5=88000, the minimal
m=1137x88000+1=100056001>10%)
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Based on the following appointments, B side obtains nlevel
parameter queue agreeing with the conditions (a1, my),..., (an-',
mn):

(1) If (dgj)mod 51 < 3 then n=(dg;)mod 5143, otherwise n=(d))
mod 51.

(2) If (dgj)mod 714285 < 88000 then b=(dg;)mod 714285+88000,
otherwise b=(dg;)mod 714285.

(3) If (b)mod 2400<1137 then a =(b)mod 2400+1137, otherwise
a=(b)mod 2400.

(4) my=ab+1, my=(a+5)b+1,..., mn=(a+5(n-1))b+1.

(5) a'=my-b, ay'=m- b, ..., a,'= mn-b.

(Note: The first 4 appointments of A and B sides are the
same correspondingly).

Thus, a practical XM-1 has been constructed. But, at this time,
we—the designer—don’t know the number of secret keys of the
system and we don’t know any secret key either, for we don’t
know what dSJ is. When A side (or B side) sends random number
dg; to the opposite side, XM-1 is activated.

Now, suppose A side sends random number dg; =629629579 to
B side. Thus, both sides has dg; =629629579. (Note: dSJ can be
generated either by a random function automatically, or by human
beings as required. The XM-1 activated by the former is called
free XM-1, that activated by the latter is called controlled XM-1.
The controlled XM-1 is usually used in the special circumstances.
In this paper only free XM-1 are discussed.)

A side:

According to appointment (1), from

(dgy)mod 51=(629629579)mod 51=1<3 we know that, n=4.
According to appointment (2), from

(dgy)mod 714285=(629629579)mod 714285=344494>88000 we know
that, »=344494.

According to appointment (3), from
(344494)mod 2400=1294>1137 we know that, a=1294.

According to appointment (4),

m=1294x344494+1=445775237,
mp=1299x%344494+1=447497707,
m3=1304x344494+1=449220177,
m4=1309%344494+1=450942647.

According to appointment (5), a;=1294, a,=1299, a3=1304,
a4=13009.

Thus, we obtain 4-level parameter queue agreeing with the
conditions:(1294,445775237), (1299, 447497707), (1304,
449220177) , (1309, 450942647).

B side

According to appointment (1), from

(dSJ)mod 51=(629629579)mod 51=1<3 we know that, n=4.
According to appointment (2), from

(dST)mod 714285=(629629579)mod 714285=344494 > 88000 we
know that, 5=344494.

According to appointment (3), from

(344494)mod 2400=1294>1137 we know that, a=1294.
According to appointment (4),
m=1294x344494+1=445775237,
my=1299%344494+1=447497707,
m3=1304x344494+1=449220177,
my=1309%344494+1=450942647.

According to appointment (5), a;'=445430743,
ay'=447153213, a3'=448875683, as'=450598153.

Thus, we obtain 4-level parameter queue agreeing with the
conditions:

(445430743, 445775237), (447153213, 447497707),
(448875683, 449220177) , (450598153, 450942647).

We expound Example 1 for XM-1 as follows

(1)XM-1 is composed of the making process (or stage) and the
using process (or stage). The making of XM-1 is like that of the
other secret key systems, it can be accomplished by its own design
department or entrust a design company. In this example, during
the making process, A side only knows its own 5 appointments, B
side only knows its own 5 appointments either. Therefore, during
this process there is no information exchange. When XM-1 is
activated, it enters the using stage.

(2) The random number dsj in XM-1 can be any positive integer.
This means that dy is only a random number, it does not contain
any other information. Although dy is transmitted to the opposite
side through the public information channels, it does not reveal any
information of the systems. XM-1 neither transmits the public key
nor exchanges the secret keys. It seems it is a private key system.
Yet, it thoroughly overcomes the weaknesses of the traditional
private key systems such as the private keys and the number of
private keys are fixed, it is hard for the systems to be dynamic,
and it suffers from the network assaults owing to the private keys
being deposited in the systems for long.

(3) “If (dsj)mod 51 < 3 then n=(dsj)mod 51+3, otherwise n=(dsj)mod
51”(i.e., Appointment (1)) manifests that level n of the parameter
queue agreeing with the conditions varies randomly between 3
and 50 (If necessary it can varies randomly between 50 and 500),
That is, the number of the secret keys is randomized. Obviously,
the secret key systems with the number of secret keys being
randomized are rare.

(4) “If (dsj)ymod 714285 < 88000 then b=(dsj)mod 714285+880007(i.¢.,
Appointment (2)) manifests that b varies randomly between 88000
and 714284. “If (b)mod 2400 < 1137 then a =(b)mod 2400+1137,
otherwise a=(b)mod 2400”(i.e., Appointment (3)) manifests that a
varies randomly between 1137 and 2399. This means that the secret
keys ml,..., mn in XM-1 and ay,...,a,, a;’,..., a," are highly
randomized. The secret keys and the number of secret keys are
multi-fold randomized, and every level encryption functions of
the multilevel encryption functions are non-replicable functions.
Therefore, XM-1 cannot be attached by brutal force, or we can
say that XM-1 is unconditionally safe.

(5) Before and after the running of XM-1 there is no secret key,
which results in that the network assaulters cannot find targets. This
makes XM-1 the first choice of the network secret key systems.
Now, we continue our discussion of the other methods for making
XM-1. Let bi=(mi-1)/ai in Skill 1, we obtain:

SKill 2. If mi=aibi+1 then ai'=mi-(mi-1)/ai; or if m=aib+1
then ai'=mi-(mi-1)/ai; or if m=abi+1 then ai'=mi-(mi-1)/a.
We only use an example to expound the usage of “if
mi=abi+1 then ai-1=mi-(mi-1)/a”.

Let aj=ay=a;=a=18, b|=17, bp=18, b3=19.
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From mi=abi+1 we obtain,

m=18x17+1=307, my=18x18+1=325, m3=18x19+1=343.
ar'=my-(m;-1)/18=290, ay'= my-(m>-1)/18=307, az™'= ms-
(m3-1)/18=324.

Thus, we obtain the mutually inverse 3-level parameter queues
agreeing with the conditions:

(18, 307), (18, 325), (18, 343)

(290,307), (307,325), (324,343).

It is not hard to discover that, if m=abi+1 and 1<c | a, then ar
'=mi-(mi')/c. Therefore Skill 2 has many forms of applications.

For example, 9|18. When m=18x17+1=307, m=18x18+1=325,
m3=18x19+1=343, and a|=a,=a3=9, there are ai'=m-
(m1™M/9=273, ay'= m-(m1)/9=289, as'= m3-(m3")/9=305.

Thus, we obtain mutually inverse 3-level parameter queues
agreeing with the conditions:

(9, 307), (9, 325), (9, 343)

(273,307), (289,325), (305,343).

Example 2 for XM-1. Use “if m=aib+1 then ai'=mi-(mi-1)/a’to
design an XM-1 with the plain text x(i.e., 0<x<10%) not exceeding
decimal numbers of 8 digits. Based on the following appointments,
A side obtains nlevel parameter queue agreeing with the conditions
(ay, my),..., (an, mn):

(1) If (ds/)mod 51 < 3 then n=(dsj)mod 5143, otherwise n=(dsj)mod 51.
(2) If (dsj)mod 714285 < 88000 then b=(dsj)mod 714285+88000,
otherwise b=(dSJ)mod 714285.

(3) If (b)mod 2400<1137 then a =(b)mod 2400+1137, otherwise
a=(b)mod 2400.

(4) my=ab+1, my=a (b+5) +1,..., mn= a(b+5(n-1)) +1.
S)ar=ay...=an=a.

Based on the following appointments, B side obtains # level
parameter queue agreeing with the conditions (a;™!, m),..., (an’,
mn):

(1) If (dy)mod 51 <3 then n=(dsj)mod 51+3, otherwise n=(dsj)mod 51.
(2) If (dsj)mod 714285 < 8800 then h=(ds)mod 714285+8800,
otherwise b=(dsj)mod 71428.

(3) If (b)mod 2400<1137 then a =(b)mod 2400+1137, otherwise
a=(b)mod 2400.

(4) m=ab+1, my=a (b+5) +1,..., mn= a(b+5(n-1)) +1.

(5) al'= my-(my-1)/a, ay''= my-( my-1)/a, ..., an'=mn-( mn-1)/a.

Thus, another XM-1 has been made. The activation process is
omitted.

Lemma 2. If m=b(b+2) then (b+1)’=1(mod m) or b+1=(b+1)
'(mod m).

Proof: (b+1)*=b*+2b+1=b(b+2)+1=m+1=1(mod m), and
b+1=(b+1)" (mod m). Q.E.D.

Let ai= bi+1. From Lemma 2 we obtain:

Skill 3. If m=bi (bi+2) then ai=ai'=bi+1.

Let bi =17+2(i -1).

From Skill 3 we have

m=17x19=232, al=a;'=17+1=18,;

my=19x21=399, a2=a,"'=19+1=20;

m3=21x23=483, ay=a3'=21+1=22.
Hence, we obtain the following mutually inverse 3-level
parameter queues agreeing with the conditions:

(18, 323), (20, 399), (22, 483)

(18, 323), (20, 399), (22, 483) .

Example 3 for XM-1. Use Skill 3 to design an XM-1 with
10%<m<my...<mn<108, 3<n<50.

Based on the following appointments A side obtain n-level
parameter queue agreeing with the conditions (ay, my), ..., (an,
mn):

(1) if (dsj)mod 51 < 3 then n=(dsj)mod 5143, otherwise n=(ds))mod 51.
(2) If (dsgj)mod 3050 < 1300 then h=(ds)mod 3050+1300, otherwise
b=(dsj)mod 3050.

(3) m=b(b+2), my=(b+2)(b+4), ..., mn=(b+2(n-1) ) (b+2n).

(4) a;=b+1,ay=b+1+2, ..., an= b+1+2(n-1). Or a|= b+1, ay=a,+2,
..., an=an-112.

Based on the following appointments B side obtain n-level
parameter queue agreeing with the conditions (a;™!, my),..., (an’',
mn):

(1) If (dsj)mod 51 < 3 then n=(dsj)mod 5143, otherwise n=(dsj)mod
51.(That is 2<n<51)

(2) If (dsj)mod3050 < 1300 then b=(ds/)mod3050+1300, otherwise
b=(ds/)mod3050.(That is 1300<b<3050)

(3) my= b(b+2), mo=(b+2)(b+4), ..., mn=(b+2(n-1)(b+2n).

4) a;'=b+1, ar'=a;'+2, ..., an''=an-1"+2.

Thus, the third XM-1 has been made. (Note: In this example for
XM-1 the secret keys of A and B sides are all the same.)

Now, we activate the XM-1 given by Example 3 for XM-1.

We still suppose ds=629629579.

A side:

According to appointment (1), from (ds))mod 51=(629629579)mod
51=1<3 we know that, n=4.

According to appointment (2), from (ds)mod 3050=(629629579)
mod 3050=2085>1300 we know that, h»=2085.

According to appointment (3), m;=2085x2087=4351395,
my=2087%2089=4359743,

m3=2089%2091=4368099, m4=2091x2093=4376463.
According to appointment (4), a;=2086, a,=2088, a3=2090,
a4=2092.

Thus, we obtain 4-level parameter queue agreeing with the
conditions:

(2086, 4351395), (2088, 4359743), (2090, 4368099) ,
(2092, 4376463).

B side:

According to appointment (1), from

(ds)mod 51=(629629579)mod 51=1<3 we know that, n=4.
According to appointment (2), from

(dsj)mod 3050=(629629579)mod 3050=2085 > 1300 we know that,
b=2085.

According to appointment (3), m;=2085%x2087+1=4351396,
mp=2087%2089+1=4359744,

m3=2089%2091+1=4368100, m4=2091x2093+1=4376464.
According to appointment (4), a;'=2086, a;'=2088, a3'=2090,
ag'=2092.

Thus, we obtain 4-level parameter queue agreeing with the
conditions:

(2086, 4351396), (2088, 4359744), (2090, 4368100), (2092,
4376464).
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Lemma 3. If ab=1(mod m) then

(an)mod m . (bn) mod m=1(mod m).

Proof: From Property 2 we know that, (a¢")mod m=a"(mod m),
(bn)mod m=b"(mod m),

Thus, from ab=1(mod m) we know that,
(a")ymod m.(b") mod m=a" . b"=(ab)'=1 (mod m). Q.E.D.
Skill 4. Suppose bi is an odd number, mi=bi(bi+2). Thus, if ai=(4")
mod m; then ai']:(((mi+1)/4)")m0d mi.

Proof: From bi is an odd number we know that, 2 | bi+1,
4 | (bi+1)%. From Lemma 2 and mi=bi(bi+2) we know that,
(bit1)>=mit1=1(mod mi).

From 4 | (bi+1)* we know that, 4 | mi+1. From mit+1=1(mod mi)
we know that, 4 (mi+1)/4=1(mod mi).

From 4 (mi+1)/4=1(mod m:) and Lemma 3 we know that, (4")mod
mi.(((mi+1)/4)n) mod mi=1(mod m).

Therefore, if a;=(4") mod mi then ai'=(((mi+1)/4)") mod mi.Q.E.D.
In Skill 4, let bi=17+2(i-1). m;=17x19=323,

my=19x21=399, m3=21x23=483,

Let a1= ay=a3=42=16.Then, a;'=( ((323+1)/4)?) mod323 =101
ay'=(((399+1)/4)2) mod399 =25

a3'=( ((483+1)/4)2) mod483 =151

Hence, we obtain the following mutually inverse 3-level parameter
queues agreeing with the conditions:

(16, 323), (16, 399), (16, 483)

(101, 323), (25, 399), (151, 483) .

Example 4 for XM-1. Use Skill 4 to design an XM-1 with
10%<m<my...<ma<108, 3<n<50.

Based on the following appointments, A side obtains » level
parameter queue agreeing with the conditions (ay, my),..., (a, mn):

(1) If (dsj)mod 51 < 3 then n=(ds)mod 5143, otherwise n=(ds)mod
51.(That is 2<n<51)

(2) If (ds)mod 3050 < 1300 then b=(dsj)mod 3050+1300, otherwise
b=(ds)mod 3050.

(3) If 2| b then b=b+1.(Note: “b=b+1" is an assignment clause)
(4) .m=b(b+2), my=(b+2)(b+4), ..., mn=(b+2(n-1) ) (b+2n).

(5) a=ary=...an=4.

Based on the following appointments, B side obtains # level
parameter queue agreeing with the conditions (a;™', m),..., (an’,
Wm):

(1) If (dsj)mod 51 < 3 then n=(ds)mod 5143, otherwise n=(ds)mod
51.(That is 2<n<51)

(2) If (dsj)mod 3050 < 1300 then b=(ds/)mod 3050+1300, otherwise
b=(dsj)mod 3050.

(3) If 2| b then b=b+1.(Note: “b=b+1" is an assignment clause)
(4) .m=b(b+2), my=(b+2)(b+4), ..., mn=(b+2(n-1) ) (b+2n).

(5) ar'=(m+1)/4, ay'=(my+t1)/4, ..., an’'=(mn+1)/4.

(Note: The first 4 appointments of A side and B side are
correspondingly the same.)

Thus, the fourth XM-1 has been made. The activation process
is omitted.

The above 4 examples for XM-1 give 4 methods for making XM-1.
In every example for XM-1 we use only one skill. Even though,
the safety of XM-1 is out of question. In practical applications

more mathematical skills can be used to make one XM-1., which
will be more colorful.

Besides, we can also use Euclid’s second algorithm to find a; ...,
a;". So, there are many methods to make XM-1. The making
methods are diversified and randomized, so that the assaulters
are unable to assault XM-1.

XM-1 is highly safe, convenient to make, simple in computing
method, cheap to run, which means it has many applications.

Elimination of Duplicate Cipher Texts

In the general secret key systems, the same plain text symbol
always maps to the same cipher text symbol. The repeat frequency
of the plain text is also one of the cipher text, which means that
the statistical attributes of the plain texts are retained in the cipher
texts. In order to resolve the risk it results in, we introduce the
“one plain text, more cipher texts” function provided by XM-1.

In Theorem 2 I, when formula (3) satisfies condition “x< m,
y1<my,..., y,.1<mn”, then by yn obtained from formula (3) we can
obtain x from formula (4). It worth notice that, there is no “y,,” in
“x<my, yl<my,..., v,.1<mn”. That is to say, “y,,” is

not bound by the conditions.

Carefully examine Theorem 2 we find out that, when formula (4)
yn-1=(an-lyn)mod mn, ..., x=(a;™'y|)mod m1 holds,

}’n—lz(ﬁn_lo’n"'kmn))mod Mys ones x:(ﬂl_lj’l)mod mny (9)

also holds.

The holding of formula (9) means that XM-1 has “one plain text,
more cipher texts” function, which is very convenient to eliminate
the duplicate cipher texts. When cipher text yn occurs the nth
time, XM-1 changes yy into “y, +km,”. Do so to every duplicate
cipher text, the duplicate cipher texts will be thoroughly removed.
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